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@ Foreword 


In its response to the Five-Year Parliamentary Review Committee’s report 
on the Canadian Security Intelligence Service (CSIS) Act and the Security 
Offences Act, the Government of Canada made a commitment to provide 
Parliament with more information on the national security system. 


This commitment stems from a recognition that effective legislative con- 
trol and accountability over CSIS must be accompanied by increased pub- 
lic knowledge about its defensive and domestic role. This knowledge 
should help Canadians understand how the national security of Canada is 
being safeguarded by the Service, with due respect for individual rights 
and freedoms. 


This first public report reflects the Government’s commitment to have 
CSIS provide parliamentarians and the Canadian public with additional 
information on its work. Specifically, the report includes a discussion of 
Canada’s security environment. The requirement to discuss the security 
environment was prescribed in On Course, a document released in 
February 1991 which conveyed the Government’s response to the five- 
year review. The report also contributes to the evolution of public under- 
standing of the Service’s role. This evolutionary process was initiated 
following the 1987 report to the Solicitor General by an independent 
advisory team, headed by the former Clerk of the Privy Council, Gordon 
Osbaldeston. The Osbaldeston report highlighted the need for improved 
understanding of the “purposes and processes” of the Service, as well as 
the need to address many of the popular myths surrounding security 
intelligence work. 


An enduring myth is that CSIS is a secret organization. The Service is an 
organization that, for reasons of national security, is obliged to maintain 
some secrets. While security sometimes requires secrecy for effective- 
ness, secrecy is not imposed for its own sake. This report therefore con- 
tributes to public knowledge of CSIS, within constraints imposed by 
operational necessity. 


Much has happened in the world since On Course was released. The 
world itself is a different place, with the dramatic changes that have 
occurred in Central Europe and the former Soviet Union. In some 
respects, it is a less dangerous place as a result of the shift in the precari- 
ous balance between the traditional post-war superpowers. But significant 
threats remain. Understanding what the changing environment means for 
the security interests of Canada represents the most significant challenge 
facing the Service today. 


Against this background, the CSIS Public Report for 1991 contains an 
overview of the Service’s operating environment. It also provides an 
explanation of how intelligence is produced for government decision 
makers. This information is intended to provide Canadians with a more 
complete picture of CSIS, as well as a greater understanding of the role 
it plays in protecting Canada’s national security. 


@ Canada’s Security Environment 


Security intelligence services worldwide are grappling with the implica- 
tions of the unprecedented upheavals in the world order that occurred in 
1991. The Canadian Security Intelligence Service is no exception. 


The decades-long superpower confrontation has now been suspended and 
the Cold War equilibrium that governed how most nations related to each 
other no longer applies. Nevertheless, there are new and continuing 
sources of uncertainty and instability. These include: 


new states animated by revived nationalism; 
a readjustment of political and military alliances; 
intense regional pressures; 


the proliferation of weapons of mass destruction; and 


economic competition. 


Most of Canada’s domestic security concerns are linked to international 
developments. Terrorist activities and the clandestine collection of 
information have never been fully contained by national boundaries. 

As never before in modern history, the borders of nation-states are now 
open, allowing freer movement of people, goods, information and money 
around the world. 


In some fundamental ways, there is reason to breathe easier and look with 
increasing hope to the future. The diminution of the fears associated with 
the Cold War opens the way for more harmonious and co-operative solu- 
tions to regional and global problems on issues such as terrorism and the 
theft of destabilizing technology. 


Security Implications of Global Change 


The world is characterized by the dominance of the major democratic 
powers and increasing global interdependence. The end of East-West 
conflict has given nations reason to hope for greater global harmony. This 
prospect is counterbalanced, however, by political, economic and social 
pressures within the newly emerging and newly freed countries of Eastern 
Europe and the former Soviet Union and continuing social unrest in a 
number of other nation-states. 


Canada still faces a world of considerable uncertainty and disorder 
marked by: 


m the transformation of the former Soviet Union, which is redefining the 
distribution of power in the international system; 


m disenfranchised minorities and ethnic strife, which are challenging 
governments in all regions of the world; 


m the rejection of serious political change at home by the few remaining 
Communist states. Increasingly isolated and feeling vulnerable, these 
countries may be expected to maintain intelligence operations abroad 
to defend their interests; 


w global pressures for competitiveness, which may encourage foreign 
intelligence services to become involved in economic espionage, 
particularly in the area of technology transfer, and attempts to access 
sensitive databases; 


m clandestine proliferation of nuclear, biological and chemical technolo- 
gies, which has the potential to intensify a number of long-standing 
regional tensions; 


m economic difficulties, ethnic violence and persistent human rights 
abuses, which will drive increased numbers of migrants and refugees 
to seek residence in developed countries. In many countries of choice, 
racism and anti-foreigner movements have gained strength; 


w the global threat of terrorism, which affects diverse regions of the 
world. Terrorist targeting is becoming more selective and potentially 
more lethal. 


Following the attempted coup of last August, the former Soviet Union 
dissolved. Its successor states face ethnic and political instability. 
Concurrently, ethnic and nationalistic forces, largely suppressed since 
World War II, re-emerged in East and Central Europe. The bitter civil war 
in Yugoslavia underscores a hostile factionalism that could find resonance 
elsewhere. 


Ethnic and nationalistic turmoil has a spill-over effect on Canadian emigré 
communities. Events in other countries engender sympathy and, in some 
cases, elicit direct financial and material support for politically motivated 
violence or armed struggle. Ethnic, religious and regional minorities all 
over the world are politically mobilized to promote self-defined interests. 
Communal and ethnic conflicts frequently escalate into civil war, provoke 
human rights abuse and result in mass reprisals. These conflicts generate 
most of the world’s refugee movements as well as demands for interna- 
tional political backing, weapons and money. These conflicts have the 
capacity to export conflict through terrorism and intelligence activity 
focused on expatriate communities. 


The 1991 Persian Gulf War is a reminder that the most serious threats to 
peace and security in the 1990s may have little to do with long familiar 

East-West international rivalries. That conflict and those in the Horn of 
Africa and the Asian subcontinent demonstrate how quickly even distant 


hostilities can create mass migration and refugee movements. Moreover, 
the Iraqi aggression was a stark reminder that continued proliferation of 
advanced conventional weapons and non-conventional weapons (nuclear, 
biological, chemical) is a deadly serious issue. This threat was drama- 
tized by post-war revelations about the advanced state of Saddam 
Hussein’s nuclear weapons program. 


In 1991, as many as a dozen developing countries could have been charac- 
terized as emerging nuclear nations. Furthermore, close to that number of 
countries may have chemical weapons. Fully one half of these countries 
may also have offensive biological weapons. The sudden availability on 
the open market of portions of the Soviet and Warsaw Pact military stock- 
pile have introduced a worrisome degree of destabilization in already 
troubled parts of the world. This destabilization is exacerbated by the 
potential exportation of Soviet nuclear scientists and their expertise from 
the former Soviet Union. 


Terrorism and Public Safety 


Public safety is the principal concern of the Service. High priority has 
been accorded to monitoring terrorist movements abroad. Of particular 
concern is international strife that has the potential to spill-over into 
Canada. 


For several decades, state sponsorship has played a significant role in the 
operations of terrorist groups. Some of this support has now ceased with 
the result that some terrorist groups have been forced to curtail their activ- 
ities. Other groups, however, continue their campaigns with fatal results 
in Europe, Latin America and on the Indian subcontinent. 


After a decline in incidents through 1989 and 1990, international terrorist 
attacks rose by 20 percent in 1991 making terrorism a continuing, direct 
concern for Canada. The Provisional Irish Republican Army stepped up 
its campaign in Northern Ireland and on the British mainland. Basque 
terrorists were responsible for over 40 killings, a substantial increase 
over 1990. The Greek ‘17 November’, the Turkish Workers’ Party of 
Kurdistan (PKK) and the Turkish terrorist organization, Dev Sol, also ini- 
tiated active bombing campaigns during this period. In Germany, where 
the left-wing Red Army Faction remains an active terrorist threat, there 
has also been a resurgence of right-wing extremism resulting in more than 
1,000 incidents of politically-motivated violence against immigrants and 
refugees. 


Elsewhere, terrorist incidents carried out by Sikh extremists increased 
during 1991, with more than 5,300 people killed in the Punjab alone. 
Nationalistic conflicts also widened in Kashmir, Assam and Sri Lanka. 
The New Peoples Army and Muslim factions continued to battle in the 
Philippines; the Movimiento Revolucionario Tupac Amaru and Sendero 


Luminoso of Peru conducted a number of dramatic and bloody attacks. 
Violence also remains endemic in Colombia. 


Canada and Canadians are not generally known to be primary targets of 
particular terrorist groups. Some groups, however, have used this country 
as a base to acquire equipment and funding for terrorist movements in 
other parts of the world. Elements of Canada’s diverse ethnic communi- 
ties represent a resource that is attractive to supporters of homeland 
causes. Only a very small minority has ever been directly involved in 
supporting, organizing or participating in terrorist acts. However, it does 
not take many of these activists to represent a danger to public safety. 


Economic Security 


Economic interdependence is an increasingly significant security concern. 
Globalization of business and international diffusion of knowledge is 
shaping competition and will complicate economic security for all gov- 
ernments. Canada is among world leaders in several advanced technology 
fields and has many connections in international business, scientific and 
research circles. The sectors in which Canadian industry still enjoys a 
significant competitive advantage include aerospace, biotechnology, 
nuclear technology, telecommunications and informatics. These areas are 
the basis for Canadian participation in international high-technology mar- 
kets. All of this represents a powerful incentive for covert foreign intelli- 
gence-gathering of Canadian ideas and technology. 


Implications for Canada 


For Canada, the threats to national security have become more complex. 
The Cold War, despite its menace, was at least predictable. For decades, 
both the actors and the methods of espionage remained unchanged. In the 
1990s, uncertainty and upheaval are becoming prominent features of the 
international environment. Moreover, traditional patterns of intelligence 
activity in Canada, although diminished, have far from disappeared. 
Considerable capacity to undertake clandestine operations remains. 


Time will tell whether these patterns of activity will further diminish or 
continue. 


A key task of the Canadian Security Intelligence Service is to anticipate 
change and, in particular, change that may have adverse consequences for 
Canada. An era of ever more rapid and volatile readjustment at home and 
abroad requires that the Service, as a key player in Canada’s intelligence 


community, adapt and focus clearly on present and future challenges to 
this country. 


& The Security Intelligence Cycle 


The primary mandate of CSIS is to collect and analyze information, and 
to provide its observations, in the form of security intelligence, to the 
Government. The process that produces these results is known as the 
security intelligence cycle. 
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Government Direction 


This cycle begins with direction from government, which is a cornerstone 
of the relationship envisioned in the Canadian Security Intelligence 
Service Act. The Act ensures that the Minister responsible, the Solicitor 
General of Canada, has full knowledge and power of direction over the 
policies, operations and management of CSIS. Policy guidelines for 
Service activities are established through Ministerial direction. Direction 
of this nature covers many areas of Service activity, including guidance in 
the use of investigative methods and techniques. It also ensures that the 
Solicitor General is the linchpin in the Service’s legal and policy framework. 


Regular direction from Government on intelligence priorities is one char- 
acteristic that distinguishes the Service from a police organization. While 
police agencies conduct criminal investigations free from political direc- 
tion, government priorities are the starting point for security intelligence 
work. 


Whereas police work typically involves preventing, detecting and solving 
crimes, the civilian security service gathers intelligence in order to antici- 
pate threats. Nation-wide intelligence collection, analysis and reporting 
occur in order to alert governments, and the police, so they may take pre- 
ventive action. 


The 1984 legislation creating Canada’s current national security system 
clearly delineates the distinction between security intelligence and police 
work. The CSIS Act describes the several mandates assigned to CSIS, and 
the Security Offences Act confirms the RCMP’s responsibility for secu- 
rity-related law enforcement and protective security. 


In July 1984, at the time of the transfer of security intelligence responsi- - 
bilities from the RCMP to CSIS, Ministerial direction was issued describ- 
ing the expected relationship between the two organizations. In 1986, the 
Solicitor General approved a Memorandum of Understanding between 
CSIS and the RCMP, which has since been updated. It set out many of 
the requirements for effective co-operation, including the exchange of 
information and intelligence related.to their respective responsibilities. 


The threats to the security of Canada are re-evaluated each year in light of 
an annual assessment by the Service of such threats. This assessment is 
based on CSIS’s review of the constantly-changing security environment. 
This review is done in consultation with government departments and 
other members of the security intelligence community. The assessment is 
then provided to the Government. Following Ministerial consideration, 
the Solicitor General provides direction to the Service. 


This direction has set out public safety, the integrity of Canada’s democra- 
tic process, security of government assets, economic security, and interna- 
tional peace and security as the Government’s security intelligence 
priorities. 


The Solicitor General has identified public safety as the highest priority. 
Economic security — the conditions necessary to sustain a competitive 
international position for Canada and to provide productive employment 
for Canadians — is also to be given priority. 


Planning 


Planning covers the entire intelligence process, from the threat assessment 
phase to the delivery of the final intelligence products. Plans are adjusted 
to determine how the Government’s security intelligence requirements are 


to be met. In response to client needs and Ministerial direction, CSIS 
determines a co-ordinated strategic approach. In this way, resources are 
allocated for investigations on the basis of government-approved criteria. 


During the Persian Gulf crisis, CSIS stepped up the Service’s threat 
assessment program to provide the Government with substantial and 
timely intelligence on threats to the security of Canada. This response 
was necessitated by threats from Iraqi President Saddam Hussein to 
unleash a wave of terrorist violence against countries involved in the 
coalition against Iraq. 


In the planning of investigations, care is taken to ensure an appropriate 
balance between the degree of intrusiveness of an investigation and con- 
cern for the rights and freedoms of those being investigated. Low-level 
investigations, consisting primarily of the collection of open-source infor- 
mation, may be approved by mid-level Service managers. High-level 
investigations, which may call for the use of intrusive techniques, are 
subject to a rigorous process of challenge and controls, including a review 
by senior management committees chaired by the CSIS Director. 


All investigative activities must, of course, abide by Ministerial direction. 
In addition, judicial authorization in the form of a Federal Court warrant 
must be obtained before certain intrusive techniques are used, according 
to Section 21 of the CSIS Act. A Federal Court judge must be satisfied, 
after examining a CSIS draft warrant and accompanying affidavit, that 
there are reasonable grounds to justify the issuance of a warrant. 


Collection 


Collection is the preliminary phase of the Service’s advisory role to 
Government. The Service gets much of its information from open 
sources. These include newspapers, periodicals, academic journals, for- 
eign and domestic broadcasts, official documents and other published 
material. Information from these sources is combined with information 
obtained from foreign governments, members of the public and technical 
interception of communications, if its use is justifiable. 


An example of information gathered from the public is the domestic inter- 
view program that was undertaken by the Service during the Persian Gulf 
War. Acting under Section 12 of the CS/S Act, CSIS interviewed approxi- 
mately 200 Arab-Canadians across the country. The interviews were 

designed to obtain a general picture of the situation from those most likely 
to have useful insights or relevant information to add to what was publicly 


available. 
One of the principles underlying the CSIS legislation reflects Parliament’s 


determination in 1984 that Canada’s security intelligence service would 
fulfill a defensive role. Any departure from this is explicitly covered in 
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Section 16 of the CS/S Act, which provides for the Service to assist the 
departments of External Affairs and National Defence, upon their request, 
in the collection of information or intelligence. This information collec- 
tion must relate to the capabilities, intentions or activities of a foreign 
state or certain groups of persons or corporations. Any such investigative 
assistance, however, must not be directed at Canadians and must only be 
undertaken in Canada. 


CSIS maintains full-time security liaison officers at a number of Canadian 
diplomatic missions abroad. Their task is to undertake liaison with 
selected foreign police and security intelligence agencies. They also 
collect and analyze openly-available information on global trends which 
may have Canadian security implications, and, finally, they conduct 
security screening assessments of prospective immigrants. 


CSIS exchanges security-related information with foreign security and 
intelligence organizations. The Service consults with External Affairs and 
International Trade Canada and seeks approval of the Solicitor General 
before entering into such an information exchange. 


The Service uses a variety of collection methods to monitor individuals or 
groups whose activities are suspected of constituting a threat to national 
security. Through such monitoring, the Service is able to identify individ- 
uals with suspected connections to terrorism, persons operating in Canada 
on behalf of hostile intelligence services, as well as those attempting to 
enter Canada for espionage purposes. In addition to monitoring potential 
espionage and sabotage efforts, the Service is mandated to inform the 
Government of clandestine foreign attempts to influence Canadian domes- 
tic activities and democratic processes in a manner that is detrimental to 
‘the interests of Canada. 


In the competitive global economy of the 1990s, acquiring scientific and 
technological information from other countries has become increasingly 
important for many nations. Sometimes, this is done by covert or unlaw- 
ful means. As a result, CSIS has intensified its activities to detect espi- 
onage against Canadian scientific and technological interests, and is 
re-examining the Service’s focus in this area. 


Analysis 


Policy makers rely on security intelligence reports, or products, that are 
prepared by Service analysts following the information collection stage. 
Analysts in all operational programs use their knowledge of regional, 
national and global trends to assess the quality of all types of information 
gathered, and organize it into useful security intelligence. 


Information collected by investigators is initially assessed at a regional 
office prior to its transmission to CSIS headquarters in Ottawa, where a 
second-phase analysis is undertaken from a national perspective. This 
investigative reporting is then combined with other information from con- 
sultations with governmental agencies, other intelligence agencies and 
open source information. Further analysis of the information is carried 
out within an intelligence analysis program dedicated to the preparation 
of CSIS intelligence reports. For example, during the Persian Gulf War, 
information gained from interviews, along with material gathered from 
publicly available sources was combined with information from secret 
sources to keep the Government up-to-date. 


As part of the broader Canadian security intelligence analysis and 
assessment effort, CSIS also participates in the Intelligence Advisory 
Committee which reports to the Interdepartmental Committee on Security 
Intelligence. This committee is chaired by the Clerk of the Privy Council 
and consists of deputy-minister-level officials of government departments 
and agencies active in the security and intelligence field. 


Dissemination 


The CSTS Act designates the Government of Canada as the main consumer 
of CSIS intelligence. Under section 19 of the CSIS Act, the Service 
distributes a variety of reports, including threat assessments, for 
dissemination to government departments and other members of the 
security intelligence community. Threat assessments, provided daily 

to the Government intelligence community, were the means by which 

the Service kept the Government informed of potential threats during 

the Persian Gulf War. 


The RCMP depends on threat assessments to determine the level of 
security required to protect foreign diplomatic missions and for the 
protection of Canadian VIPs. External Affairs and International Trade 
Canada uses these threat assessments to determine the proper level 

of protection required for Canadian missions and personnel overseas. 
Transport Canada uses them when considering security concerns for 
the travelling public. 


Under the Government Security Policy, CSIS also undertakes risk 


assessments of Government departments and their operating programs 
at their request. 


Mi Security Screening 


CSIS conducts security assessments on demand for all federal government 
departments and agencies under Section 13 of the CS/S Act, with the 
exception of the RCMP and the Department of National Defence, who do 
their own. Security screening is also required for immigration and citi- 
zenship applications. This screening is conducted under Sections 14 and 
15 of the Act following a request by Employment and Immigration 
Canada or Multiculturalism and Citizenship Canada. 


In preparing security assessments, CSIS must comply with the legislation 
and policy that specify what a security assessment must address. Section 
2 of the CSIS Act defines a “security assessment” as an “appraisal of the 
loyalty to Canada and, so far as it relates thereto, the reliability of an indi- 
vidual.” In addition, the Government Security Policy, a public document, 
sets out criteria to be taken into account when conducting security assess- 
ments. This policy integrates “threats to the security of Canada” with 
loyalty and related reliability criteria to effectively protect sensitive 
government assets and information. 


CSIS investigators and analysts are responsible for providing enough 
information to the Government so that there can be full confidence in the 
loyalty of people having access to the classified assets of the Government 
of Canada. Investigators and analysts must discern if individuals being 
considered for security clearance could be susceptible to blackmail or 
otherwise persuaded to engage in activities that could compromise 
national security. 


In the course of their duties, security screening investigators may talk to 
former employers, neighbors, and friends of individuals who have applied 
for government employment. The purpose of these inquiries is to collect 
information that enables the Service to provide security assessments to 
government departments on praspective employees for positions requiring 
access to classified information or assets. During the course of these . 
inquiries, every effort is made to explain the purpose of the questions 
being posed. Participation in these interviews is voluntary. 


Reducing the Security Screening Backlog 


In its 1987 report to the Solicitor General on the operations of CSIS, an 
independent advisory team, headed by the former Clerk of the Privy 
Council, Gordon Osbaldeston, recommended increasing security screen- 
ing resources to deal with a backlog of screening requests. The Service 
acted upon this recommendation and gave high priority to addressing the 
backlogs in government, citizenship and immigration screening. 


Initiatives by the Service to streamline processing, automate, and make 
alterations to policy and procedures have significantly reduced screening 
times. In April 1988, the Service processed Confidential (Level I) and 
Secret (Level Il) government clearances in an average 280 calendar days. 
As of December 31, 1991, both Confidential and Secret security clear- 
ances were being processed in an average of 19 days. Processing for Top 
Secret clearances now takes only an average of 108 days. These figures 
surpassed the Service’s objectives of 30 calendar days (Confidential), 30 
(Secret) and 120 (Top Secret). 
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Immigration Streamlining 


Significant delays in the processing of immigration applicants and the 
desire of the Government to increase numbers of qualified immigrants to 
Canada prompted a critical review of the immigration processing system. 


The Service undertook this review with the co-operation of External 


Affairs and International Trade Canada and Employment and Immigration 
Canada. 


As a result of this co-operative effort, an immigration streamlining project 
was introduced in 1991. Prior to the streamlining exercise, the Service 
was involved in a review of all applications processed by Employment 
and Immigration Canada. Under the new arrangement, this step has been 
significantly altered, eliminating the need for the Service to be involved 
in many cases. 


Mi Review and Accountability 


The Canadian Security Intelligence Service was created in July 1984 by 
an Act of Parliament, following the McDonald Commission’s four-year 
study of the activities of the Royal Canadian Mounted Police Security 
Service. Both the McDonald Commission and its predecessor, the 
MacKenzie Commission, recognized the need to separate security intelli- 
gence work from police work and place it within the mandate of a civilian 
organization subject to tight control and accountability. 


The CSI/S Act lays down a system of controls and review that make the 
Service among the most open and accountable security intelligence orga- 
nizations in the world. Nine pages of the 29-page CSIS Act are devoted to 
the review function. 
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The act contains two mechanisms to provide ongoing and independent 
review of the Service’s performance of its duties and functions — the 
Inspector General and the Security Intelligence Review Committee. Both 
the Inspector General and the Security Intelligence Review Committee 
annually carry out extensive reviews of CSIS operations with a view to 
ensuring that theService conducts itself within the framework of the 

CSIS Act, ministerial direction, and established policy and procedures. 


The Inspector General, who is responsible to the Deputy Solicitor 
General, conducts an ongoing independent internal review of CSIS for the 
Solicitor General in accordance with Section 30 of the CS/S Act. This 
involves reviewing operational activities and monitoring compliance with 
Ministerial direction. 


The Security Intelligence Review Committee (SIRC), under Section 38 of 
the CSIS Act, conducts an ongoing, independent external review of CSIS 
on behalf of Parliament and reports to Parliament annually. SIRC is com- 
posed of from three to five Privy Councillors who are not Members of 
Parliament or Senators. 


SIRC reviews the Service’s performance and investigates complaints 
with respect to any act performed by CSIS. The committee also investi- 
gates complaints from those denied security clearances in the cases of 
public service employment and the supply of goods and services to the 
Government of Canada. Furthermore, SIRC conducts investigations in 
relation to denials of certain classes of immigration and citizenship 
applications. 


CSIS is also subject to the provisions of the Access to Information Act and 
Privacy Act. In addition to these statutory controls, the Service is admin- 
istratively accountable to central agencies of government including the 
Treasury Board Secretariat, the Privy Council Office and the Office of the 
Auditor General. Finally, the Service is judicially accountable through 
rigorous controls on the acquisition of warrants. CSIS is subject to more 
review than any other federal department or agency of government. The 
rigour and breadth of this process is unique compared with the controls 
placed upon security intelligence services in other countries. 


M Human Resources 


Intelligence collection and production is a people-intensive, knowledge- 
based endeavour. Therefore, its employees are the Service’s most 
valuable resource. This is evident in the various programs of human 
resources management. 


Career Development 


CSIS has an extensive training and development program. Employees can 
participate in both internal and external courses and seminars that allow 
them to develop new skills, acquire knowledge, and gain new perspec- 
tives. In the past year, the Service established a career management unit 
to support both employees’ career planning and management's ability 

to ensure the availability of qualified employees, ready to move into 
management positions. 


Although CSIS is a separate employer of the Government of Canada, its 
management improvement program mirrors the government-wide initia- 
tive for reform and renewal of the public service — Public Service 2000. 
CSIS is developing its human-resource programs around the following 
PS 2000 concepts: 


™ responsive work environment; 

™ continuous learning culture; 

™ empowerment and a participatory approach to leadership; and 
m™ accountability and rewards. 


CSIS is currently focusing on the development of a comprehensive career- 
streams program. This program will establish distinct functional avenues 
(i.e., administrative, operational, management) that will act as the basic 
structure for career progression in CSIS. It will create a comprehensive 
system of policies and practices to assist employees who are prepared to 
make the necessary commitment and investment to move from one job, 
occupational group or category to another. Such moves will take into 
consideration individual career goals, and organizational priorities and 
requirements. 


A new classification system is also under development. This new system 
will be simpler, more efficient, and tailor-made to reflect the unique 
nature of the Service. It will allow for the evaluation of all positions 
within CSIS through common criteria. Developed in compliance with the 
Human Rights Act, the new classification system will address any pay 
imbalances that may exist within the present system. It will also help 
eliminate many of the gaps or artificial barriers that now exist between 
various occupational groups. Started in 1990, work on the development 


and implementation of the new system has progressed steadily. The 
system will be put in place during 1992. 


Employment Equity 


CSIS is committed to employment equity. All Canadians, regardless 

of race, national or ethnic origin, colour, sex, age, disability, or religion, 
have the right of equality when applying for employment with CSIS. 
Employment equity also eliminates barriers that may interfere with the 
promotion and development of employees. 


FEMALE REPRESENTATION IN CSIS 


Overall 


Intelligence Officer Category 


@ «é 


1984 199] 


The Service recognizes that special measures are needed to enhance the 
employment opportunities for women, aboriginal peoples, persons with 
disabilities and persons who are, because of their race or colour, members 
of a visible minority in Canada. The Service maintains programs to accom- 
modate the differences of these four groups and to ensure compliance with 
the Employment Equity Act and the Canadian Multiculturalism Act. 

A career-counselling program for members of the designated groups is 

in place. A pool also exists from which CSIS managers are encouraged 

to recruit disabled persons. In addition, a target-group inventory of 
employees and applicants to the Service has been established and is 

used to recommend suitable candidates to managers who are looking 

to fill vacancies. 


CSIS has made steady progress in employment equity. In 1984, 36 
percent of employees were women. That figure has increased to 43 per- 
cent today. Women, who were not represented in senior management in 
1984, now account for 8.3 percent of this level. In the intelligence officer 
category, the percentage of women has nearly tripled since 1984, with 
representation climbing from seven percent to 20 percent. Furthermore, 
visible minorities, which accounted for 0.6 percent of CSIS employees in 
1988, accounted for 2.45 percent of the Service population in 1991. 


CSIS has also established an intelligence officer development program to 
assist women in advancing to the supervisory level in operational posi- 
tions. An intelligence support developmental program exists to help those 
in support positions, the majority of whom are women, to move to differ- 
ent assignments in order to alleviate repetition and routine, and to provide 
developmental opportunities. 


The Changing Face of CSIS 


The Service has made efforts to ensure that its employees have the proper 
mix of skills and experience to enable the organization to adapt to the 
ever-changing environment of security intelligence work. In the past 
seven years, the Service has attracted a wide variety of new employees 

- with professional skills and experience in diverse areas, including law, 
journalism, political science, human resource management, financial 
administration, staff relations, strategic planning, policy analysis, and 
information management. More than half of the Service’s current 
employees have joined the organization since its inception in 1984. In 
each of the five years following transition, new employees have made up 
an average of eight percent of the CSIS complement. This is an indication 
of the strong emphasis the Service has placed on recruitment. 


These new skills have complemented the professional intelligence experi- 
ence of employees who joined CSIS from the former RCMP Security 
Service. Today, the combined skills and professional experience of all 
CSIS employees have set the Service on a solid footing for the 1990s and 
beyond. 


In 1991, the Service’s three-year official languages plan was approved by 
Treasury Board. Under that plan, the updated policies issued in July 1991 
are in line with the broader scope of the 1988 Official Languages Act and 
better meet the needs of CSIS’s specific mandate and structure. 


Through the joint efforts of management and employees, the Service has 
made steady progress toward achieving institutional bilingualism. When 
CSIS was established, the work force was 85 percent anglophone and 

15 percent francophone. In 1991, the overall participation rate of both 
language groups throughout the organization was 66 percent anglophone 
and 34 percent francophone. 


The Service’s bilingual capacity compares favourably with that of the 
federal Public Service as a whole. Currently, 84 percent of employees 
who are required to use both English and French on the job have the 
required bilingual skills, compared with 86 percent in the Public Service. 
In addition, CSIS managers are fully accountable for ensuring that com- 
munications with the public, and with employees, is undertaken in either 
English or French, in accordance with legislative and policy requirements. 


@ Corporate Services 


Since its creation, CSIS has developed its infrastructure and has tailored 
its financial, information, technical, scientific and other corporate services 
to meet the requirements of its operational programs. 


The Service has dedicated resources to the development of administrative 
and operational policies and central planning. Policy is developed and for- 
mulated in accordance with Service priorities and Ministerial direction 
from the Solicitor General. In the planning area, strategic, program and 
contingency planning enable the Service to anticipate, prepare for and 
effectively respond to the requirements of government clients and the 
exigencies of its operating environment. 


Corporate Services oversees the study of management systems and the 
co-ordination of special projects dealing with important management 
issues and concerns. In addition, Corporate Services is responsible for 
the negotiation and production of all memoranda of understanding 
between CSIS and other federal and provincial government departments 
and agencies. Such agreements set down the principles for co-operative 
working arrangements, as provided for in the CS/S Act. All memoranda 
of understanding comply with Ministerial directives, require the approval 
of the Solicitor General of Canada, and are reviewed by the Security 
Intelligence Review Committee. 


Departmental Security 


Corporate Services is also responsible for the Service’s departmental 
security and oversees the administration and implementation of the CSIS 
personnel security program. This includes the issuing of security clear- 
ances to incoming employees, maintaining and upgrading security 
clearances of existing employees, administering an employee security 
awareness program, and conducting investigations. Also a physical secu- 
rity policy is administered to ensure that all CSIS properties meet the 
Service’s own security standards as well as those of the Government 

of Canada. 


Finance 


The financial services area of CSIS is typical of those in other government 
departments and agencies. Primary financial responsibilities include man- 
aging a financial information system; obtaining resources; controlling 
budgets; developing financial policies and systems; providing financial 
advice; processing accounts for payment; and producing financial reports, 
including input into the Public Accounts. 


In the audit area, Corporate Services carries out a systematic review and 
appraisal of all CSIS operations and activities to advise management on 
the efficiency, economy and effectiveness of internal policies, practices 

and controls. 


Managing Information 


One of the most important areas of Corporate Services activity, and one 
that directly affects all employees, is information management. To ensure 
that employees are able to access information efficiently, a CSIS unit is 
dedicated to managing information systems, telecommunications systems, 
electronic data processing security and training, as well as image and 
records management. This unit enhances CSIS’s ability to deliver pro- 
grams and services through the innovative application of information 
technology. 


Corporate Services also encompass the planning, provision and servicing 
of all telecommunications links and EDP equipment within CSIS facilities 
across Canada. 


The Service’s library, known as the Information Centre, meets the refer- 
ence information needs of researchers, analysts and intelligence officers, 
as well as the requirements of administration, technical and support ser- 
vices. It contains a broad spectrum of publicly available information, and 
classified documents produced by CSIS, other government departments 
and foreign intelligence services. Full reference and research services 
are offered in both official languages to headquarters employees and to 
regional employees through regional reference centres. In addition, 
24-hour media monitoring and crisis management support services are 
provided. The Information Centre also provides around-the-clock 
telephone access for public inquiries at (613) 993-9620. 
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B Public Contact 


For more information, please contact: 
Canadian Security Intelligence Service 
Postal Station T 

P-OvBox9732 

Ottawa, Ontario 


K1G 4G4 


(613) 782-0100 (Communications) 
(613) 952-3843 (Personnel) 
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FOREWORD 


The Government of Canada in On Course, its response to the five-year 
statutory review of the Canadian Security Intelligence Service Act, has 
recognized the necessity for continuing to provide information about CSIS 
and the security intelligence environment within which it works in Canada. 
As part of the evolutionary process of informing the public about its role as 
a protector of Canadian national security, CSIS has produced this second 
Public Report. 


The 199] CSIS Public Report provided an overview of the Service’s 
operating environment and an explanation of how intelligence is provided 
for government decision-makers. Building upon this base, this report 
describes the changing security intelligence environment and CSIS’ ability 
to respond flexibly to the changes. 


CSIS must understand the nature of the global security environment in order 
to identify implications for Canada and to respond in ways that are 
consistent with the Service’s legislated mandate. This report outlines CSIS’ 
perception of the security intelligence environment as it is now and will be 
for the foreseeable future. 


As is evident in this report, this is not the first time CSIS has had to adapt 
to change. Throughout its nine-year existence, the Service has adjusted to 
the changing world around it. CSIS has maintained the ability to respond 
in amanner which is both operationally and administratively flexible to the 
extensive changes to the threat environment and the government’s subsequent 
direction. This has proven to be no less the case with the most recent shifts 
in the security intelligence environment. 


Government 
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PART I: 
THE GLOBAL SECURITY ENVIRONMENT 


A forecast of global security describes a changing environment where the 
international terrorist threat remains undiminished, where traditional 
intelligence concerns have declined, but in which new priorities are emerging. 
Diversity, volatility and complexity characterize this environment. 
Unpredictability has replaced the former stability of bipolar confrontation 
managed by two superpowers. In this uncertain environment, the Canadian 
Security Intelligence Service’s unique mandate and set of skills to investigate, 
analyze and forewarn continue to be integral to the maintenance of national 
security and public safety. 


General trends in international terrorism in coming years are likely to 
include the following: 


ethnic nationalism will remain a primary motivator for terrorist 
activity; 


religious extremism increasingly will be associated with political 
endeavours. In this context, developments in Central Asia, India, the 
Middle East and parts of North Africa will warrant attention; 


traditional left-wing, ideologically-driven terrorism is on the 
wane. However, right-wing extremism is on the rise in certain 
countries; 


state sponsors of terrorism will continue to provide logistical 
support and encouragement to terrorist groups, and will use these 
forces aS a means to achieve political objectives. While some 
traditional actors have cooled their ardour, others have taken their 
place: = 


terrorist methods are becoming more sophisticated. World-wide 
fund-raising and new technology have placed more lethal weaponry 
in the hands of terrorists; 
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funding requirements and greed will continue to align some terrorists 
with other criminal activity (narcotics, bank robberies, kidnapping). 


Since 1989, the world has undergone unprecedented upheavals. The 
disintegration of the Soviet Union, the overthrow of authoritarian regimes 
in Central and Eastern Europe, the Gulf War and the political changes in the 
Middle East have created a new geopolitical environment. The demise of 
the Soviet Union, and more recently the Socialist Federal Republic of 
Yugoslavia, created power vacuums and realignments of countries. This 
has provided strategic openings for some states and exposed the weaknesses 
of others. The direct result has been an explosion of pent-up ethnic 
nationalism that has yet to play out its course. Thus far, it has created: 


fifteen independent republics out of the former Soviet Union, none 
of which is free of nationalist unrest; 


five new States from the Yugoslav Federation; three have been or are 
now involved in vicious civil wars; 


two new States from the former Czechoslovakia; 


heightened expectations in other nationalist movements around the 
world, which will not be easily satisfied, and which could be 
transferred in the future into ethnic communities in Canada. 


Thus, not everything about the new world order is new or orderly. Other 
examples abound: 


many long-running terrorist operations continue unabated; 


covert intelligence operations in traditional areas of interest -- 
political and military plans and capabilities of target countries -- 
continue, though diminished, in combination with an increase in 
economic intelligence collection and technology transfer; 
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in place of a monolithic, bipolar strategic threat, the world is now 
coping with a number of unsettled conflicts, many of which are 
ethnically based (as in the former Yugoslavia), or are fuelled by 
religious animosities (most recently for example, in parts of India, 
the Middle East and North Africa). In addition, certain fledgling 
democracies are struggling with varying degrees of success to 
transform communist economies into market-based ones; economic 
tension exists among regional trading blocs, and proliferation of 
weapons of mass destruction together with their means of delivery is 
a growing concem; 


in the developing world, several factors are leading to a greater 
instability on a global scale: poverty-generated frustration and 
desperation, scarce resources and environmental degradation 
combined with better educated populations, a growing awareness of 
human rights and greater access to improved communications; 


economic competition dominates the struggle for advantage in the 
new world order; national security rests on economic strength; 


large numbers of migrants continue to seek better lives in Canada. A 
few bring with them security problems related to their homelands; a 
small number become involved in homeland conflicts; some 
communities are targeted by extreme racist groups. 


Increasingly, migrants from countries with little or no democratic tradition 
will tend to be seen by their homeland régimes as potential sources of 
opposition or assets to be exploited. Such immigrant communities may well 
become targets for penetration, manipulation and coercion by foreign 
intelligence services, thus threatening to limit expression of their new- 
found rights. 
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PART Il: 
SECURITY INTELLIGENCE IMPLICATIONS 
FOR CANADA 


The global security environment summarized above has direct consequences 
for Canada. Central to the Service’s role in being able to adjust to this new 
environment and to provide the government with forewarnings of threats is 
its ability to assess the implications for Canadian security. 


Information in support of this role is collected largely by CSIS’ Counter- 
Terrorism and Counter-Intelligence Branches. In addition, the Security 
Screening Branch provides an effective program, important not only to 
maintaining Canadian security, but also the confidence of allies and 
economic partners with whom we share vital, restricted information. 


Counter-Terrorism 


Aneffective Counter-Terrorism program aimed at public safety will remain 
the Service’s first priority. The significant difference between international 
and domestic terrorism is that the former lies beyond the control of 
Canadians toremedy. Most terrorist threats originate from volatile situations 
abroad, including those involving Sikh and Tamil terrorism, the Middle 
East, Armenia and Northern Ireland. Canada is currently used for fund- 
raising, procurement of weapons, planning and as a safe-haven by several 
extremist groups. There is no expectation that international terrorist 
activity will diminish. So long as international turmoil and conflict persists, 
Canada will continue to be vulnerable. 


Counter-Intelligence 


Diversity and complexity characterize current and emerging Counter- 
Intelligence concerns. While not as hostile as they once were, Russia's and 
the People’s Republic of China's intelligence services nevertheless remain 
active against Western interests. Currently, the Service has identified 
several countries with known or suspected, undeclared intelligence officers 
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operating in Canada. They conduct activities ranging from monitoring their 
own citizens to penetrating and coercing Canadian ethnic communities and/ 
or collecting military, economic and technical intelligence. 


In contrast, the Service is in varying stages of developing relations with a 
number of former adversaries in Central and Eastern Europe. 


Foreign Influenced Activity 


Canada is a preferred destination for immigrants and those seeking asylum 
from the troubled spots in the world. Some of these new arrivals are from 
countries with few democratic traditions. Certain of these foreign 
governments target expatriate communities in Canada to ensure they do not 
become the focus of dissent or opposition. 


Given Canada’s multicultural population, CSIS cannot ignore any of the 
growing number of homeland conflicts around the world. The Service must 
be able, therefore, to collect and analyze information and to identify 
emerging issues and advise government before they become a threat to 
public safety or national security. 


Economic Security 


The threat to Canada’s economic security is likely to escalate in importance 
as economic matters rise to the top of national agendas. Economic 
espionage may be defined as the illegal or clandestine acquisition of critical 
Canadian economic information and technology by foreign governments or 
their surrogates. Economic security, accordingly, requires the prevention of 
such activities in the interests of protecting Canada’s economic welfare and 
ability to sustain an internationally competitive position. 


More than two dozen countries use their intelligence services world-wide 
for economic espionage. In the past decade several of these countries are 
known to have conducted economic espionage against Canadian interests. 
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Technology Transfer and Proliferation 


CSIS’ Technology Transfer Unit analyzes proliferation and technology 
transfer issues, and has established an active liaison program in the private 
sector. Discussions, primarily with private high-technology and industrial 
interests in Canada, have attempted to foster and heighten awareness of the 
vulnerability of information to clandestine acquisition. 


CSIS assessments of technology transfer between 1980 and 1990 concluded 
that: 


some countries, particularly those under former communist régimes, 
systematically targeted Canada’s high-technology sectors; 


a small core of leading-edge companies in Canada were the focus of 
hostile intelligence services’ targeting; 


state-sponsored economic espionage can and often does take the 
form of theft of proprietary information or technology, and interception 
of privileged communications. 


Canada’s competitive economic status is unlikely to be directly threatened 
by the theft of economic secrets by developing countries lacking the 
infrastructure and know-how to exploit this intelligence. However, covert 
economic espionage by these countries remains a concern because of the 
possibility of the information being bartered or sold to other countries or 
multinational corporations able to use the information or technology to 
Canada’s disadvantage. 


Automated information systems and communications networks are 
particularly relevant to ensuring Canada’s economic security. Computer 
data banks will continue to be an attractive target. Computer systems will 
be accessed illegally, to Canada’s economic disadvantage. Tracing economic 


security threats back to a specific country may, moreover, become increasingly 
difficult. 
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There is increasing evidence that some foreign governments are sending 
their students and scientists to Canada to procure expertise and technology 
related to the developments of weapons of mass destruction. The protection 
of such technology is vital to Canada’s interests and alliances and to 
ensuring world peace and stability. 


Domestic Issues 


As in any democracy, Canada’s social, political and economic agendas 
include a wide range of interests and points of view. At least some of these 
may prove attractive to extremist elements within the country, who would 
seek their own solutions via means totally unacceptable to the vast majority 
of Canadians. The rise of right-wing extremism in parts of Europe, for 
example, and evidence of similar pernicious activity in Canada, remains a 
source of continued concern. It is CSIS’ responsibility to identify and to 
advise the government of the emergence or activity of such extremists 
groups that pose a threat to Canada’s security. 


Overall, the global security environment reflects amarked drop in superpower 
tensions and a reduction in traditional espionage activities which 
characterized the cold war era. Conversely, a rise in the number of conflicts 
involving nationalist, ethnic, religious and economic forces continues to 
pose arange of threats to Canadian security. The Service has reacted quickly 
to operational implications of these major shifts in global security. 
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PART UII: 
RESOURCE IMPLICATIONS 


The Canadian Security Intelligence Service was established in 1984 as a 
civilian agency to alert the Government about threats to the national 
security. CSIS’ primary legislated mandate is to collect and analyze 
information and report its findings to the Government of Canada. Another 
aspect of the Service’s work involves security screening. An effective 
screening program is vital not only to protect Canadian security, but also to 
maintain the confidence of allies and economic partners by ensuring their 
secrets are safe here as well. Equally important, immigrant screening will 
remain a means of barring entry to terrorists and others who present security 
concerns. 


Under the authority of the CS/S Act, information can be gathered on people 
engaged in one of the following four types of activity: foreign-influenced 
activities, politically-motivated violence (terrorism), espionage and 
subversion. | 


Upon transition in 1984, CSIS had 1,968 positions. CSIS staff occupied 
eight separate buildings throughout Ottawa as they established distinct 
operational units for counter-intelligence, counter-terrorism, counter- 
subversion and security screening during the early months of the new 
organization’s existence. The distribution of resources for counter- 
intelligence was four times greater than for counter-terrorism in those early 
days. 


The number of terrorist incidents accelerated dramatically in the eighties. 
Worldwide patterns and the scope of terrorist incidents became more and 
more apparent. One of the consequences was that terrorism became 
increasingly defined as an intelligence problem as well as a police matter. 
In Canada, counter-terrorist activity increased following the 1982 
assassination of a Turkish military attaché en route to work in Ottawa, and 
the 1985 takeover of the Turkish Embassy, in which a security guard was 
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killed. Air India Flight 182 was downed off the coast of Ireland in 1985, 
resulting in the deaths of all 329 people on board, most of whom were 
Canadians. 


Partly as adirect response to these developments, counter-terrorism resources, 
including personnel, were enhanced during 1986 and 1987. Since that time, 
there has been acontinuing adjustment of operational resources to match the 
changes in the security environment. Consequently, 56 per cent of counter- 
intelligence and counter-terrorism resources are now allocated to counter- 
terrorism. 


The role of the Service came under special scrutiny in 1987 when Gordon 
Osbaldeston, former Clerk of the Privy Council, was asked to presenta plan 
of action to the Solicitor General. The plan called for an examination of 
operational policies in support of counter-subversion activities, as well as 
for a review of the organization’s personnel policy framework. Looking 
back on implementation of the Government’s decision to establish CSIS, 
the Osbaldeston Report noted the Security Intelligence Review Committee’s 
concern that the Counter-Subversion program “... casts its net too widely”. 
Osbaldeston recommended that the Counter-Subversion branch be 
eliminated, and that its duties and functions be reassigned. The Service 
responded by eliminating the Counter-Subversion program. 


Regarding the adequacy of CSIS resources, the Osbaldeston Report concluded 
that, with the proclamation of the CS/S Act: “ ... a number of new 
requirements were also created, many of which had to be provided from 
scratch. Among them were a complete management Structure, an 
administrative system to provide the support previously drawn from the 
RCMP, accommodation separate from the RCMP, new communications 
and computer systems and a methodology for dealing with a complicated 
system of external review. All of this was to be provided, as a former 
member of CSIS management put it, ‘on a shoestring’. The turmoil 
generated in simply getting CSIS established is a factor often overlooked by 
the critics,” the Report said. 
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Among many other things, the Report recommended a complete review of 
all CSIS capital and operating resource requirements to determine a basis 
‘“ . from which to set reasonable and adequate resource levels for the 
Service.” The government responded by providing additional funding over 
four years for personnel and operating requirements. The report also called 
for an “immediate” solution to the problem created by having a staff that 
was by 1987 at a level of 2,153 positions operating out of eight separate 
buildings in Ottawa. The government responded with a commitment to 
construct a new headquarters building at a total cost of $151 million. The 
new building will bring all CSIS headquarters personnel under one roof. 
Construction of the facility has begun with completion expected in 1995 
within the approved budget. 


As aconsequence of the dramatic changes to the security environment in the 
late 1980’s and early 1990’s and as aconsequence of the Service's participation 
in the government's restraint program, a further adjustment to Service 
resources was made in 1992. CSIS reduced its human resource requirements 
from their post-Osbaldeston high of 2,760 positions by 11 percent. This has 
been accomplished while maintaining the Service’s first priority and 
essential capacity to deal with threats to public safety through the Counter- 
Terrorism program. 


CSIS HUMAN RESOURCES 


(Establishment) 

1986/87 | 1987/88 | 1988/89 | 1989/90 | 1990/91 
By 1992/93 and 1993/94, the budget had grown to $217 million and then 
$229 million respectively. The major contributing factor to these budgetary 
increases is the disbursements associated with the construction of the new 
CSIS headquarters building. The construction costs will peak in the 1993/ 


94 and the 1994/95 fiscal years. A substantial drop in the CSIS budget will 
then occur when construction is completed. 
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The international security environment has gone from being hostile but 
relatively predictable to one marked by diversity, complexity and volatility. 
In these circumstances, adjustments have been made to ensure that the 
security intelligence mandate is met with a priority on public safety and at 
an acceptable level of risk. 
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CSIS Public Report 


CSIS Public Report 


By their very nature, organizations like the Canadian 
Security Intelligence Service (CSIS) are required to 


keep secret much of what they do. Routine 
the lives of Canadians and the interests of their 


simply prevent CSIS from doing its job: protecting 
country. 


publication of names, methods and cases would 


Foreword 


Nevertheless, that enduring reality should not prevent 
a wider discussion of the purpose and priorities of 


CSIS. Certainly, it does not preclude a close review 


of the activities of the Service. From its inception in 


1984, CSIS has been subject to a most 


s need for, CSIS. More 
it is important to build a national 
consensus with respect to the nature of activities 


required to protect the interests 
the citizens of Canada. 


’ 


and the country 


’ 


be had from greater public understanding of the 


involving the executive, judicial and legislative 
components of government, as it discharges its 
mandate under the CSIS Act. 

In rapidly changing times an additional benefit can 
nature of 
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Global recession, poverty-generated 
frustrations and scarce resources, combined 
with better education, communications and a 
greater awareness of human rights, continue to 
create rising expectations in Third World 
countries that will likely remain unfulfilled. 


As the nature of power changes, from military- 
to economic-based, many countries are using 
their intelligence services to conduct economic 
espionage, primarily in the developed Western 
world. 


Already worrisome trends toward the 
proliferation of weapons of mass destruction 
and missiles with which to deliver them have 
been exacerbated by the collapse of the Soviet 
Union, the resulting increased accessibility of 
relevant technology and the undiminished 
aspirations of certain governments in areas of 
tension to “go nuclear”. 


The internationalization of organized crime has 
provided its elements with vast resources and 
a Capacity not only to corrupt and destabilize 
certain governments but to frustrate attempts 
to eradicate its menace or prevent its spread. 


In general, the world has become a less 
predictable place, where power is more diffuse. 
The nature of power is also changing. The sources 
and types of threats facing Canada and other 
countries are less susceptible to prediction and, 
therefore, to prevention or deterrence. Just as in 
previous decades, in the 1990s Canada cannot 
isolate itself from the world. 


There are particular challenges posed by the very 
nature of Canadian society. Our evident prosperity 
and open society make Canada an inviting venue. 
Our technology and what we share with close 
allies attract espionage; and, beyond any acts they 
may commit in this country, terrorists are known to 
plan and raise funds for acts of terrorism 
elsewhere, to use Canada as a safe haven or as an 
entry point to the United States, or to procure 
weapons or components. Canada has, on 
occasion, also served as a proxy battlefield for a 
very small number of immigrants to continue 
“homeland” conflicts brought from their lands of 
origin. While the overwhelming majority of 
immigrants in Canada pursue peaceful and 
prosperous lives here, a small number do become 
directly or indirectly involved in such conflicts. 


Governments in their countries of origin sometimes 
view their emigrants to Canada as potential 
sources of opposition or as resources to be 
exploited and manipulated. In addition, ethnic 
communities can, on racial grounds, become 
targets of extremist groups. 


The end of the Cold War forced Canada to re- 
evaluate what had long been considered the 
primary threats to Canadian national security. 
While the activities of former Cold War adversaries 
against Canada and Canadian interests abroad 
have generally been reduced, they have by no 
means been eliminated. Although some old 
threats have diminished, others, where major 
intelligence services are involved, have changed 
only cosmetically. Some have remained the same. 


More importantly, as the number of independent 
global power-centres grows, so does the potential 
number of sources of threat. Alliances of power 
tend to shift with the issues of the day and a new 
level of complexity emerges. Predictability, one of 
the few relatively constant aspects of the Cold War, 
gives way to a far greater degree of 
unpredictability. 


The following provides a summary of the various 
areas of CSIS activity as they relate to specific types 
of threats to Canadians and their country. 
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In December 1993, three of five individuals 
arrested in October 1991 were convicted of 
conspiring to commit mischief endangering life by 
bombing a Hindu temple and an Indian theatre in 
Toronto. Incidents such as these and the bombing 
of the World Trade Centre in New York in February 
1993 drive home the reality that terrorists from 
abroad can directly affect the public safety of North 
Americans as easily as they have touched the lives 
of people living in Europe and the Middle East. 


Terrorists group and regroup frequently to meet 
their own needs or those of the movements or, 
sometimes, governments which sponsor them. 
Their activities and targets are difficult to predict. 
Their methods are by definition extreme. Their 
reach is global and the consequences of failure to 
detect them are severe. 


Paul Wilkinson, a British expert on terrorism, 
compares fighting terrorism with playing goal: “You 
can make a hundred brilliant saves but the only 
shot that the people actually remember is the one 
that gets past you.” 


The terrorist threat is not diminishing. The 
technology of terrorism has become more 
accessible. The sources of terrorism remain 
strong: nationalism, separatism, religious and 
ideological extremism. It is also the resort of a few 
desperate governments otherwise bereft of foreign 
policy alternatives. There is, not surprisingly, a 
correlation between terrorism and regional 
conflicts, and between terrorism and ethnic unrest. 


The following trends suggest that terrorism is not 
likely to wane in the foreseeable future: 


Nationalism and ethnic unrest in the Middle 
East and Northern Ireland will continue; 
terrorist activity in both these regions will also 
continue, notwithstanding the Israeli/ 
Palestinian peace accord in the former and the 
beginnings of a UK/IRA dialogue in the latter. 
Recent levels of violence in Northern Ireland 
have not been seen for a decade. 


Religious extremism will continue, sometimes 
as a cover for foreign policy goals of 
governments. Certain global religious 
movements, particularly in Central Asia, the 
Indian sub-continent and parts of North Africa, 
will remain of concern. 


State-sponsored terrorism will persist in some 
areas, providing terrorists with much-needed 
logistical support. 


Although ideologically-driven terrorism has 
subsided, it has not disappeared. Left-wing 
groups with a history of terrorism remain 
active in some countries. More worrisome is 
the growth of right-wing extremism in certain 
countries, which feeds on economic 
dislocation and xenophobic reactions to 
patterns of migration. 


Terrorist training centres continue to exist in the 
Middle East and North Africa. 


Terrorist methods will continue to become 
more sophisticated in terms of technology and 
exploitation of public opinion. 


Canada will always be exposed to terrorism. Our 
borders and coastlines are long and we have many 
points of entry. A wealthy industrial society like 
ours is an attractive target for extremists and for 
those who wish to secure technology and funds. 


The personal and communal links that tie many 
Canadians to other societies abroad suggest there 
is always the danger of a spill-over of homeland 
conflicts into Canada’s ethnic communities. 


CSIS aims to ensure that Canada is not exploited as 
a venue for terrorist actions, planning or fund- 
raising, nor as a source of material for terrorist 
activity. As well, the Service works to ensure that 
terrorists do not use Canada as a safe-haven after 
committing acts of terrorism elsewhere. 


CSIS accomplishes the above in several ways. One 
way is by developing close communications with 
various ethnic communities in Canada to identify 
emerging threats to Canadians or Canadian 
residents. The relevant trends and issues in this 
program are primarily those related to homeland 
situations. The voluntary interviews conducted by 
the Service provide community members with a 
forum to make their concerns and opinions known, 
to assist the Service in determining whether there 
are threats to particular communities, and to 
sensitize the communities to the role and mandate 
of CSIS in relation to protecting Canadian 
democracy and the lives of Canadians. 
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The Service advises Canadian law enforcement 
Officials in the event it learns of terrorist plans, thus 
enabling the RCMP or other law enforcement 
agencies to arrest perpetrators of terrorist activity 
or to take preventive action to avoid tragedies. 
CSIS also works closely with the Department of 
Citizenship and Immigration to block the entry of 
terrorists to Canada and to remove those who have 
managed to evade detection during the screening 
process. During the past year, CSIS cooperated 
with the Department in the removal from Canada 
of four known terrorists. 


Much of what CSIS accomplishes in its counter- 
terrorist role is to dampen concerns, rather than 
raise them - to take preventive and corrective 
actions. Occasionally, circumstances may prompt 
government ministers or officials to fear that 
specific terrorist groups or individuals constitute a 
threat to Canada. The assessments CSIS provides 
often alleviate those fears, thereby reducing costs 
to the Canadian taxpayer and minimizing 
dislocation and inconvenience to the public. On 
other occasions, a forewarning from CSIS can 
serve to deter violent acts from occurring. 


Echoing trends evident in Europe and elsewhere, 
and capitalizing on the stress associated with 
economic or political dislocation by focusing on 
targets such as newly arrived refugees and 
immigrants, small numbers of right-wing 
extremists and white supremacists continue to 
strive for notoriety in the hope of garnering public 
support. In the past year, concerns were 
heightened as a result of strident exchanges and 
violent clashes between racist and anti-racist 
organizations. The potential for violence remains 
significant. The views and methods of such 
extremists are often not only illegal but totally 
unacceptable to the vast majority of Canadians. 
Nevertheless, despite recent setbacks, small, 
loosely knit groups of such individuals remain 
active across Canada, mostly concentrated in the 
main urban centres. They are capable of politically 
motivated, hate-related and criminal violence. 


CSIS provides comprehensive threat assessments 
related to high- profile events in Canada, such as 
meetings of Heads of Government, high-level state 
visitors, or major international athletic events like 
the Calgary Winter Olympics. The 1994 
Commonwealth Games in Victoria and the visits of 
high-risk dignitaries which the Games will attract 
merit special attention. 


The 1984 legislation that created Canada’s current 
national security system clearly delineates the 
distinction between security intelligence - the 
responsibility of CSIS - and law enforcement work - 
the responsibility of the RCMP. Unlike the latter, 
whose responsibility it is to enforce the law, CSIS 
gathers information and provides operational or 
tactical intelligence about individuals, groups or 
events which may constitute threats to the security 
of Canada. The intelligence is provided so that 
government and police authorities may take action. 
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With the end of the Cold War that threat changed 
but, as recent arrests in the United States and 
expulsions from Australia demonstrate, did not 


the traditional espionage and interference activities 
disappear. The People’s Republic of China’s 


conducted by the Soviet Union, its Warsaw Pact 
allies and other potentially hostile governments. 


During the Cold War decades, some 100 
individuals were declared to be unwelcome in 


Canada for conducting intelligence activities 


intelligence community concentrated its efforts on 
deemed to threaten Canadian security. 


During the Cold War, the Canadian security 
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Canadian interests in Canada or abroad. However 
economic and technical intelligence. 


those which operate in this country do so with 


fewer resources and greater focus. CSIS has 
intelligence services of other NATO members, is 


increasingly economic in nature, but traditional 
activities designed to gain access to military and 
dual 

Approximately two dozen countries operate against 
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Foreign Influenced Activity 


Many foreign intelligence services attempt to 
influence, interfere with or intimidate Canadian 
ethnic communities. Their purposes vary, but 
include attempts to ensure that opposition to their 
governments’ policies does not develop in Canada, 
to recruit agents to operate in Canada and to 
endeavour covertly to influence Canadian 
government policy. 


Such activities on the part of foreign governments 
are of concern in that they impinge upon the 
legitimate rights of Canadians and immigrants to 
free expression, advocacy, protest and dissent. 
CSIS, as directed by government, monitors, 
analyzes and reports upon such activities, 
particularly when issues of national security or 
public safety may be involved. 


Economic Espionage 


In an era more preoccupied with economic 
decline than military might, economic espionage is 
taking on a higher profile. Governments around the 
world find themselves under pressure to use 
whatever means are available to improve their 
countries’ productivity and ensure their economic 
security. Some, uneasy with leaving the outcome 
to the market, are resorting to the short cut of 
economic espionage and technology theft. 


Economic espionage is defined as clandestine or 
illicit attempts by foreign governments to obtain 
proprietary or classified economic information or 
technology. More than two dozen countries are 
known to engage in economic espionage. In the 
past decade, several have conducted economic 
espionage against Canadian interests, including 
some countries considered “friendly” to Canada. 


Studies conducted by CSIS in 1990-91 led to the 
observation that a small group of leading-edge 
companies in Canada had been targeted by foreign 
intelligence services between 1980 and 1990. 
Economic espionage is not, however, just about 
complex leading-edge technology. It also concerns 
subjects seemingly as mundane as efficient plant 
lay-outs, client lists and bid information. In fact, in 
a more recent case of economic espionage which 
involved support from a foreign government, a 
Canadian company lost a major contract after 
precise information contained in the company’s 
tender was passed to an offshore competitor. 


Clearly, this type of behaviour by foreign 
governments, with all the resources they can bring 
to bear in pursuit of these goals, unduly disrupts 
the proverbial “level playing field” sought by most 
businesses and our government. It is this 
disruption by foreign intelligence services or their 
surrogates that justifies the intervention of a 
domestic intelligence service in this area. 


The protection of Canada’s economic security, 
through countering economic espionage, is not a 
new role for CSIS. This responsibility is set out in 
the Service’s legislative mandate, its policy, and 
reflected in its practice. 


Beyond that, there are some crucial distinctions. 
The Service counters economic espionage but not 
industrial espionage (the efforts mounted by some 
individual companies to acquire technology or 
know-how illicitly from their competitors). CSIS 
will enter an investigation only when it believes 
that foreign intelligence services or a surrogate for 
foreign governments may be involved. 


There is another distinction: countries and 
companies regularly collect what can be called 
economic intelligence from open sources: this is 


‘not a concern of the Service. The free and 


voluntary exchange and dissemination of 
information is an essential ingredient of prosperity 
and freedom. CSIS is only concerned with 
protecting information or technology of a 
proprietary nature that a company chooses not to 
share with another company believed to be a 
surrogate of a foreign government or its 
intelligence service. 


The Service’s mandate relative to economic 
espionage is to collect information, investigate 
where necessary and report to government on the 
threat posed by this type of activity. Again, the goal 
is to help keep the playing field as level as possible 
for both Canada and its companies, thus protecting 
our economic interests, and contributing to the 
prosperity of all Canadians. 


In recent years, CSIS has begun to take new steps 
to meet the evolving threat from economic 
espionage. The Service has instituted an 
awareness program concerned with economic 
espionage, which has been in operation since 
January 1992. The awareness program has led to 
voluntary contacts with more than 500 
organizations or companies across Canada. Based 
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hee 


_on these contacts, CSIS obtained information of 
direct relevance to Canadian business and its level 
of security concern. In this respect, in over one- 
third of these contacts, security concerns were 
identified. In turn, the majority of these concerns 
related to perceived threats or actual incidents of 
economic espionage activities which could directly 
or indirectly involve the support of foreign 
governments. Virtually all of the commercial 
organizations contacted by CSIS have indicated 
their strong support for what the Service is doing in 
response to this problem. 


Proliferation 


Closely related to economic espionage is the issue 
of weapons proliferation. CSIS is very much 
concerned with attempts by intelligence services 
and others to gain access to technology or 
expertise that might be of use in the development 
of nuclear or other weapons of mass destruction, 
as well as missile-related means of their delivery. 


The risk of the proliferation of this technology - 
frequently through the use of international 
technology brokers - is increasing, not decreasing. 
The availability of experts from the former Soviet 
Union and the potential for loss of control over 
nuclear materials in former Soviet republics are 
matters of concern. 


Highly advanced Canadian nuclear, chemical, 
electronics, pharmaceutical and other sectors are 
attractive targets for illicit international transfer. In 
addition to potential losses of Canadian military or 
dual-use technology and equipment, Canada is 
attractive as a transshipment point for illegal 
weapons transfers from the USA. 
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Events of recent years have confirmed that 
terrorism is a truly global problem in terms both of 
its origins and the location of its targets. Compared 
to other countries, Canada has been spared much 
of the horror associated with modern terrorism. 
But it has not been immune. As the Air India 


Conclusion 


disaster and the more recent World Trade Centre 


bombing indicate, there is no sure sanctuary from 


terrorists. Only a vigilant and constant watch can 
ensure that Canada and Canadians are protected. 
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Foreword 


_ 


: 


The Canadian Security Intelligence Service 
(CSIS) marked its tenth anniversary in 1994. 
The decade that has passed since the creation 
of Canada’s civilian security intelligence 
service has witnessed some profound shifts in 
the international balance of powers. The 
Service has adapted to this changing 
environment. 


CSIS is mandated to collect information on 
issues that affect public safety and the national 
security of Canadians, and to report and advise 
on its findings to Government. 


Five years into the life of CSIS, a statutory 
review of the Service’s performance 
recommended the release of an annual report 
on security intelligence matters which could be 
tabled in Parliament. The purpose of the report 
was to contribute to informed public 
discussion. Three such reports have been 
issued since 1992; this is the fourth. 


As in previous years, the report accompanies 
an annual statement by the Solicitor General on 
national security issues facing Canada. In 
keeping with the government's 1991 
commitment to produce the report, the practice 
of discussing the global threat environment is 
continued. The 1994 report departs from 
previous reports in that it addresses a new 
requirement arising from recent changes to the 
government's Expenditure Management 
System. 


In 1992 the Service reported on reductions in 
human resource requirements and on the shift 
of resources from counter-espionage to counter- 
terrorism that occurred in response to the 
changing, post-Cold War global security 
environment. This year a resource outlook has 
been included for the first time. This outlook 
includes a three-year forecast of overall 
expenditures and a description of the Service’s 
major Security Screening, Counter-terrorism 
and Counter-intelligence Programs. 
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Pa rt | As we approach the mid-point of the decade, 
Canadians face a challenging international 
environment. Positive aspects include a global 

Th & C7 f oO ba i economy that continues - grow, an aAgrONee 

< framework for multilateral trade and the spread 
Sec U rit YU of democracy. The world in which mau 
4 itself is also characterized by high levels of 
, ntel : IG Ence instability and conflict, a condition that shows 
: signs of continuing indefinitely. Security issues 
€- nvi ronme nt include upheavals caused by civil war, “ethnic 
cleansing” and internal insurrection leading to 
mass migration; proliferation of weapons of mass 
destruction (nuclear, chemical and biological) and 
their delivery systems; increased economic 
competitiveness; evolving and uncertain 
international relationships; and the emergence of 
organized crime as a threat to national security. 
All these factors affect Canadian security. 


A number of characteristics have emerged in this 
fragmented and destabilized global security- 
intelligence environment. Apart from giving 
shape to the post-Cold War era, these trends call 
for flexibility and adaptation by the agencies 
charged with ensuring the security of Western 
nations. Among those trends are the following: 


- Numerous countries maintain intelligence 
services that operate outside their own 
borders; many are currently active against 
Canadian interests in Canada or abroad. 


- Witha shift from military to economic 
objectives, countries continue to use covert 
means to steal Canadian information and 
technology to enhance their economic 
advancement. 


- Instability brought on by the recent 
disintegration of states such as the former 
Soviet Union, and the accompanying rise of 
ethnic nationalism, continues. 


- Increased cooperation among governments 
has contributed to a decline in terrorism in 
some geographic areas, such as the Indian 


subcontinent. 
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- The developing world is becoming a 
stage upon which ethnic, religious, 
ideological, economic, environmental and 
territorial pressures are being played out 
regionally. 


- Poverty, scarcity and deprivation collide 
in the Third World with advances in 
communications and education, creating 
expectations that will likely remain 
unfulfilled. 


- Peace processes in regions that have been 
international hot spots for decades, 
including Northern Ireland and the 
Middle East, have given rise to hope; 
these processes are vulnerable, however, 
to acts of terrorism perpetrated by groups 
and individuals who would see them fail. 
As a result, successful resolution of these 
long-standing disputes is not yet 
guaranteed. 


- Incidents of Islamic extremist violence 
continue to increase and have become 
more disquieting as they spill over into 
Western countries. 


- The growth of international organized 
crime was identified at the November 
1994 Naples Conference on international 
organized crime as being worrisome to 
the point of declaring it a threat to 
national security. Increasingly, foreign 
intelligence services play an active role in 
investigating and reporting on this threat. 
The Service's relationships with these 
agencies provide unique sources of 
intelligence which can support 
investigations by the RCMP and action 
by other government departments in 
dealing with this problem. 


Against this backdrop of tensions other 
trends are changing the security environment 
in which CSIS functions. Apart from 
increasingly intense international economic 
competition, the world is experiencing 


unprecedented movements of people. 
Canada, with its vast and open borders, and 
its reputation as an attractive destination for 
the world’s underprivileged, is especially 
susceptible to certain problems associated 
with this phenomenon of global mass 
migration. 


CSIS is mandated to respond to threats to the 
security of Canada which can be roughly 
grouped into two broad categories: public 
safety and national security. Ensuring public 
safety requires protecting Canadians against 
politically motivated violence. Advance 
warning of the potential for this kind of 
violence and its prevention is referred to as 
counter-terrorism. With regard to the 
protection of our national security, the 
Service focuses on the intelligence activities 
of foreign states; this is known as counter- 
intelligence. 
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Part Il 


CSIS Response: 
Programs to 
Counter Threats 


The Public Safety of Canadians 


Public safety is the Service’s principal concern, 
and CSIS accords the highest priority to 
monitoring individuals and groups which use 
serious violence to achieve their political goals. 


Violence which may have its roots on the other 
side of the world has touched Canadians. As one 
of the few countries whose doors remain open to 
large numbers of immigrants and refugees, our 
diverse, pluralistic society is inherently 
vulnerable to the spillover of homeland conflicts. 


These conflicts are brought to Canada by only a 
small proportion of immigrants and refugees; for 
CSIS, this small minority becomes the majority of 
its counter-terrorism case load. 


Most of the world’s dangerous terrorist groups 
have a presence in Canada. Here, they seek to 
engage in a wide range of activities in support of 
terrorism by providing logistical support for 
terrorist operations within and outside Canada, 
fund raising, conducting surveillance and 
manipulating émigré communities, providing 
safe havens for terrorists, facilitating transit to 
and from the USA and other parts of the world, 
and engaging in immigrant-smuggling and other 
illegal activities. 


In its 10-year life, CSIS has achieved a number of 
successes against individuals in Canada and 
abroad who support terrorist causes or perpetrate 
terrorist acts. These successes have resulted from 
the establishment and development of strong 
liaison arrangements with foreign agencies and 
close working relationships with Canadian 
government departments. 


Also central to the success of the Service’s 
Counter-terrorism Program is cooperation and 
liaison with police forces, especially the RCMF, 
the provision of advice to Canadian immigration 
authorities and the provision of threat 
assessments to appropriate government agencies 
and departments. 
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One of the most effective ways of countering 
terrorism in Canada is to prevent the entry 
into Canada of individuals involved in 
terrorist activity. The Service plays an 
important role in this regard by providing 
advice to Citizenship and Immigration 
Canada on the admissibility of prospective 
immigrants. 


The Service produces assessments of persons 
arriving at ports of entry who may pose a 
threat to the security of Canada. CSIS also 
assists in determining the need for an 
interview, detention and any subsequent 
administrative action. Service reports form 
the basis of recommendations for referral to 
the Security Intelligence Review Committee 
(SIRC) or the Federal Court. 


When the Service uncovers evidence that 
individuals in Canada are participating in or 
supporting terrorism, CSIS cooperates closely 
with the RCMP and other police forces of 
jurisdiction to press criminal charges. The 
Service also works with Citizenship and 
Immigration Canada to deport individuals so 
involved. 


Counter-terrorism threat assessments act as 
early warning tools by providing timely 
information to government clients about 
imminent or potential threats. They provide 
a service to those who require threat 
information so they can take preventative 
measures or enhance security procedures. 
These assessments focus on threats, or 
potential threats, to foreign missions and 
personnel in Canada, internationally 
protected persons, prominent visitors, 
Canadian officials travelling here and abroad, 
and special events involving Canada, such as 
the Commonwealth Games and the G7 
Summit. 


The Service obtains information through 
contact and interviews with Canadians, 
particularly within ethnic communities. 
These interviews are reciprocal 


opportunities: they give the Service an 
occasion to explain to community leaders 
and members its role; and they allow 
community leaders to articulate their views, 
raise concerns and identify emerging issues 
which may pose threats to the security of 
Canada and may require further 
investigation. 


Canada’s domestic environment gives rise to 
few issues that would incite politically 
motivated violence. In its recent review of 
the Heritage Front Affair, however, the SIRC 
fully endorsed the need for continued 
investigation of extreme right-wing racist 
and neo-nazi groups in Canada. The right- 
wing extremist movement in Canada was 
damaged in 1994 as a result of the Service’s 
investigation. 


Canada’s National Security 


While public safety remains the Service’s 


_ highest priority, Canada continues to face 


threats that can be grouped under the rubric 
of national security. In a turbulent and 
uncertain world, many states are engaging in 
intelligence activities to further their aims 
and policies. In Canada, these activities 
include political, military and economic 
espionage; procurement of the expertise, 
technology and materiel required to develop 
chemical, biological and nuclear weapons 
and missile delivery systems; and foreign 
interference, such as attempts by foreign 
intelligence services to monitor, influence or 
coerce émigré communities covertly. Foreign 
intelligence activities violate Canadian 
sovereignty and are inimical to our national 
security interests. 


CSIS no longer actively investigates many of 
the countries that once were a concern. In 
fact, the Service is developing liaison 
relations with intelligence services of the 
former Warsaw Pact. While these 
relationships have the potential to provide 
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Canada with information important to its 
own security, the primary purpose is to 
convince former adversaries that their 
legitimate security needs can be satisfied 
through liaison and cooperation, without the 
need to spy on Canada or Canadians. 


In addition to these relationships, CSIS has 
liaison agreements with a number of other 
foreign services. Such agreements are 
essential to fulfil the Service’s mandate and 
properly serve the interests of the 
government and the Canadian public. 


CSIS has identified “undeclared” foreign 
intelligence officers operating in Canada. 
Their activities include monitoring their own 
citizens who may be temporarily residing in 
Canada, penetrating and coercing their 
respective Canadian ethnic communities 
and/or collecting military, economic and 
technical intelligence. 


Approximately two dozen countries operate 
against Canadian interests within Canada or 
abroad. In some cases, those which operate 
here do so with fewer resources and a 
narrower focus than in previous years; 
however, others are still active. The most 
worrisome of these is the Russian military 
intelligence organization, the GRU, which 
has not diminished its efforts in Canada to 
collect militarily relevant information 
covertly. 


Economic Espionage 


Canada is a trading nation whose economic 
viability depends on its ability to compete in 
the international marketplace. Increasing 
global competition has caused many 
countries, some considered friendly, to make 
greater use of clandestine, coercive, deceptive 
or illegal means to enhance their 
competitiveness. 


Foreign governments use their intelligence 
services and other surrogates, such as 


departments, agencies and state-controlled 
companies, to conduct economic espionage. 
Canadian companies and research facilities 
have been subjected to a number of economic 
espionage attempts, including 
communications interception, recruitment of 
employees with access to proprietary 
information, unauthorized access to 
computer systems, illegal entry into premises 
where sensitive work is being conducted and 
diversion or interception of bid submissions. 


- Sectors of the Canadian economy which have 


been targeted include aerospace, 
biotechnology, communications, nuclear, 
mining and metallurgy, and oil and gas. 


The extent of the Service’s involvement in 
countering economic espionage is clearly 
defined. CSIS does not investigate industrial 
espionage - the efforts mounted by some 
individual companies to acquire technology 
or know-how illicitly from their competitors. 
Such investigations are more properly left to 
the police. CSIS will enter into an 
investigation only when the Service believes 
that a foreign government may be involved. 


Through its awareness program, CSIS has 
established an ongoing dialogue with the 
public and private sectors to identify threats 
posed to Canadian interests from economic 
espionage. The program, which is 
completely voluntary, has been well received 
by Canadian businesses. Since January 1992, 
more than 600 organizations have 
participated in the program, enabling the 
Service to obtain information of direct 
relevance to its mandate. 


Proliferation 


The issue of weapons proliferation (nuclear, 
chemical and biological weapons and their 
delivery systems) has gained prominence in 
the global security debate. The increase in 
the offensive, non-conventional military 
capabilities of developing countries poses a 
growing threat to international peace and 
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stability. The acquisition of dual-use 
materials, technology and expertise needed 
to advance weapons of mass destruction 
programs is a significant security issue. 


Canada is a party to various international 
agreements which seek to deter proliferation 
activities through the restriction of trade in 
specific technologies and material. In an 
attempt to circumvent these national and 
international controls, countries of 
proliferation concern have turned to more 
elaborate and deceptive methods, such as the 
development of clandestine and illicit 
international trade networks, to acquire 
restricted technology and materials. 


As Canada is an internationally recognized 
leader in many high-technology sectors (such 
as the nuclear, chemical, electronics and 
aerospace sectors), it has been, and will 
remain, a lucrative target for clandestine 
and illicit procurement activity. 
Consequently, in conjunction with our 
partners in the international community, 
CSIS seeks to identify attempts by countries 
of proliferation concern to acquire Canadian 
technology and expertise. 


Security Screening 


The Security Screening Program is the 
Service’s most visible function. In the course 
of performing screening enquiries, CSIS 
personnel come into daily contact with the 
general public. CSIS completed over 100,000 
security assessments in the past year. 


Security assessments fall into three 
categories: Government Screening; Foreign 
Screening; and Immigration and Citizenship 
Screening. 


Government Screening 
The Service acts as the investigative and 


security assessment agency for all government 
institutions except DND and the RCMP, who 


conduct their own field investigations. CSIS 
carries out security assessments when public 
servants or private sector employees require 
security clearances in order to have access to 
classified government information in the 
performance of their duties. 


The Service responds to client department 
requests with an assessment that contains an 
appraisal of the loyalty and reliability of the 
individual. The decision whether or not to 
grant the security clearance is left to the 
department head. Anyone denied a clearance 
may appeal the decision to the SIRC. 


Another component of Government Screening is 
the Airport Restricted Area Access Program 
(ARAAP), established in 1987 to improve security 
at major Canadian airports. The Service provides 
a screening assessment of persons requiring 
access to controlled areas in order to perform 
such duties as baggage handling and goods 
services. 


Foreign Screening 


The Service has reciprocal screening 
agreements with a number of foreign 
governments and agencies, all of which are 
approved by the Solicitor General after 
consultation with the Department of Foreign 
Affairs. These requests for foreign screening 
typically fall within one of two categories: 
database checks and enquiries on Canadian 
residents wishing to take up residence in 
another country; or checks and occasional 
field enquiries on former and current 
Canadian residents who are being considered 
for classified access in another country. All 
persons affected by this procedure provide 
their agreement in advance. 


immigration and 
Citizenship Screening 


With the large number of conflicts 
throughout the world, the importation of 
regional homeland issues into communities 
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in Canada is of particular concern to all 
Canadians. The Service provides advice to 
the Minister of Citizenship and Immigration 
on prospective immigrants. Such advice 
relates directly to the security inadmissibility 
criteria contained in s.19(1) of the Immigration 
Act, with the final decision resting with the 
Minister of Citizenship and Immigration. 


In the past year CSIS decreased the time 
required for processing immigration 
requests. However, the Service must 
sometimes rely on the cooperation of foreign 
agencies to provide criminal and security 
checks; this can sometimes result in lengthy 
processing delays. 


The 1993 amendments to the Immigration Act 
have had a significant impact on the security 
screening of prospective immigrants. The 
amendments have broadened the scope of 
s.19(1) of the Act by including the word 
terrorism, the notion of membership, and 
more significantly, the inclusion of past 
activity as grounds for inadmissibility. These 
amendments represent an attempt to bring 
s.19 into closer alignment with the definition 
of “threats to national security”, as defined in 
SrertheC5IS Act. 


The Service also provides Citizenship and 
Immigration Canada with security 
assessments on individuals applying for 
Canadian citizenship who are considered 
threats to the security of Canada as defined 
in's.2 of the CSIS Act. 


Advising the Government 


In the classical model of intelligence- 
gathering, information was often acquired 
and frequently hoarded for the sake of 
having it on hand. This model is no longer 
appropriate in the current intricate and 
rapidly changing environment, increasingly, 
the premium is on just-in-time delivery of 
perishable information to decision-makers in 
government. 


Intelligence analysts use their knowledge of 
regional, national and global trends to 
evaluate all types of information, including 
that from open sources. Based on their 
research, other analysts produce security 
intelligence in the form of assessed reports, 
studies or briefs on specific issues. 


The Marketing and Client Liaison Unit 
enables the Service to obtain feedback from 
clients throughout government, and has 


- allowed CSIS to refine its assessment process 


by focusing on topics of greater relevance 
and timeliness. In this way, the Service is 
better able to meet its statutory obligations. 
The Service is also responsible for responding 
to requests from other government 
departments and agencies for Threat and 
Risk Assessments under the Government 
Security Policy. 


The Service’s intelligence assessments appear 
either as stand-alone documents or in 
conjunction with assessments from other 
agencies in Canada’s intelligence community. 
These latter documents are published 
collectively by the interdepartmental 
Intelligence Advisory Committee (IAC) 
under the auspices of the Privy Council 
Office. IAC consists of officials from 
government departments and agencies active 
in the security and intelligence fields. 


The Service’s analysis of intelligence occurs 
at two levels: operational and strategic. 


Operational analysis is closely linked to the 
tactical analysis performed initially by 
investigators at regional offices, and 
subsequently from a national perspective, by 
operational branches at headquarters. 
Operational analysis involves combining 
tactically assessed intelligence with 
information from other sources, including 
government agencies and other intelligence 
services. The result is a finished evaluation 
which lends context to and weighs the 
significance of the original raw information. 
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Strategic analysis aims to develop 
comprehensive, policy-relevant intelligence 
assessments, and can involve a wide range of 
vital Canadian interests and future policies. 
Strategic analysts are selected on the basis of 
their authoritative and detailed knowledge of 
specialist areas and their ability to anticipate 
and analyze issues of potential interest to 
policy-makers. 


The Service encourages better public 
understanding of the global security 
environment and national security issues. In 
1994, 12 issues of the unclassified CSIS 
publication COMMENTARY, dealing witha 
range of security issues were released. 
Additionally, representatives of the Service 
participated in academic conferences and 
seminars and made periodic addresses to 
special or general interest groups. The 
Service also maintains a limited program 
whereby members of the academic 
community with expertise in areas of interest 
to CSIS are invited to spend varying periods 
of time with the Service as Strategic Analysts. 
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Resource History 


The Service’s budget, including reductions 
resulting from the Program Review exercise, will 
decrease by 34.8% between 1993/94 and 1997/98. 
This reduction has already affected the number of 
staff and will continue to do so. Between 1992 
and 1997, the Service’s staff will be reduced by 
739 or 26.8%. 


Program Review 


As a result of Program Review, the Service’s 
budget will be reduced by 5% in 1995-96, and by 
additional 5% in 1996-97, for a total 10% 
reduction of $17.2 million to the Service’s base. 


Resource Levels 


The charts on the following page illustrate the 
Service’s human and dollar resource levels. A 
major portion of the reduction since 1993-94 
relates to the completion of the construction for 
the National Headquarters building. This year 
for the first time, CSIS has broken out its one- 
figure budget to a three-figure budget in the 
1995-96 Main Estimates. The Main Estimates 
now show salaries, construction capital and other 
operating expenses, reflecting the breakout on 
the chart. 


Resource Considerations 


To meet the reductions to the Service’s budget, 
the Service has had to rely to a large degree on 
attrition and a limited, selective staffing process 
to fill essential operational positions. This has 
created vacancies in certain essential positions 
which must be staffed with people having the 
qualifications and specialized skills related to 
security intelligence. Therefore, despite 
reductions in some areas, the Service will 
continue to recruit high-calibre university 
graduates to the Intelligence Officer component. 
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ao Full Time Equivalents (FTEs) 


2700 


2500 


2300 


2100 


1900 E: 


91/92 92/93 93/94 


94/95 


95/96 96/97 97/98 


CSIS Budget 


($ Millions) 


B@ Salaries Operating 


(_] Construction Capital 


250 


200 


100 


50 


EESeeeeuen 


88/89 89/90 90/91 91/92 92/92 93/94 94/95 95/96 96/97 97/98 


= 


oe re 


Actual Expenditures 


The latest Program Review cuts of $17.2 
million compound these problems, and the 
Director is reviewing all areas of the Service 
for savings. Special emphasis will be placed 
on maintaining the operational integrity of 
the Service by reducing the administration 
areas to the extent possible and achieving 
technological efficiencies. 


Projected Main Projected 
Expend. Estimates Budgets 


Program Considerations 


Following the Program Review exercise, CSIS 
has assessed the current level of risk as 
manageable. For the present, the Service’s 
effectiveness in dealing with national 
security threats is not expected to be 
seriously impaired. 
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Co n Cc : u S i Oo n In terms of the security environment, unpredictability 


and instability persist, in contrast to the former relative 
equilibrium of bipolar rivalry. Over the past year, the 
security environment has remained volatile, as 
witnessed by the continual threat of international 
terrorism; examples include the bombing of the 
Argentine Israelite Mutual Association in Buenos 
Aires, two car bombings in London in July and the 
hijacking of an Air France jet in Algeria in December. 
The issues that give rise to these acts of terrorism find 
their supporters in Canada as well. Additionally, 
Canada continues to face intelligence threats from both 

a traditional and emerging adversaries. CSIS has 

diteeete,ocSieeesegetet adjusted to these realities and is maintaining vigilance 

: with respect to public safety and national security. 


In response to the rapid pace of change and the end of 
the Cold War, the Service has re-evaluated many 
traditional and long-standing threats to national 
security. In some cases, a reduction of resources or the 
termination of major investigations has been possible; 
biftis me however, it is also clear that the task of counter- 

oe intelligence is more complex in the absence of the 
overriding ideological struggle, which for so many 
years automatically identified friend from foe. Today, 
threats are far more varied -- emanating from all areas 
of the globe -- and, as a result, more difficult to 
identify and counter. Despite a diminishing threat 
from traditional adversaries, many foreign intelligence 
agencies remain active in Canada. Activities such as 
political, economic and military espionage, foreign 
interference and procurement related to the 
development of weapons of mass destruction remain 
at the forefront of our national security concerns. 


aie Canada must be vigilant in its efforts to keep out 
terrorists and others of security concern. If we do not, 
we risk becoming a battleground for imported 
“homeland” conflicts which can lead to violence 
against Canadians or VIPs, and subsequent retaliation. 
Nor does Canada want to become a support base used 
by terrorists to hide and plot terrorist acts in relative 
safety, and to raise funds and purchase weapons and 
2 other materiel. Canada’s commitment to fighting 
ee: : terrorism internationally requires accurate and prompt 
information on these support activities. Finally, 
Canada must not be allowed to become home to those 
who have perpetrated acts of terrorism elsewhere. 
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re) rewo rd The Canadian Security Intelligence Service 


welcomes the tabling of its Public Report in 
the House of Commons as a focal point of the 
Service’s efforts to explain to Canadians its 
role in matters of national security and public 
safety. 


As a security intelligence agency with an 
investigative mandate, the Service is clearly 
constrained in what it can say about 
operational targets and trends. Nevertheless, 
the Service is committed to the Public 
Report as an essential part of its 
accountability in a democratic society. 
Misinformation about the nature of the 
Service’s mandate and activities is one of the 
most persistent problems CSIS has to deal 
with; if left unchallenged, it can undermine 
Canadians’ trust in the Service’s ability to do 
its job. 


In presenting the Service’s Public Report to 
Parliament last year, the Solicitor General 
addressed shifts in the global security 
environment that affect the security of 
Canadians: threats that come from groups 
and individuals as much as from sovereign 
states and which readily cross international 
boundaries; an increase in the significance of 
economic intelligence; and the emergence of 
weapons proliferation and transnational 
organized crime as threats to national 
security. 


This document provides Canadians with an 
update on those trends, as observed by the 
Service during 1995. In addition, in light of 
expressed concern over the persistence of 
unresolved conflicts and the rise of 
extremism as breeding grounds for 
terrorism, it was agreed at the Halifax 
Summit in June 1995 (Heads of State and 
Government of the seven most industrialized 
nations and Russia, the P-8) that Canada 
would host a follow-up meeting of the P-8 
countries to discuss specific, cooperative 
measures to deter, prevent and investigate 
terrorist acts. 
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This meeting of ministers, law enforcement 
and intelligence officials took place in 
Ottawa on December 12, 1995; the 
proceedings were summarized ina 
Ministerial Declaration on countering 
terrorism. Accordingly, the 1995 Public 
Report discusses the implications of world- 
wide terrorism for Canada and the Service's 
counter-terrorism program. 
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Part | Global Trends: 

The Global i delanaiier otek aime 

Security ees erecta eee 

Intelligence Boe p i ca ea ohiee. 

Environment EET fat Arie eae oN 
June identified transnational criminal 


organizations as “a growing threat to the 
security of our nations”. 


The fallout from collapsed or failed states in 
Europe and Africa continues to place 
extraordinary demands on the international 
community for humanitarian rescue in the 
form of guarantees of security and 
investment in economic reconstruction. 
Various forms of ethnic conflict have also 
increased, straining the world’s capacity for 
collective security and the absorption 
capacity of refugee-receiving countries. 


As a contributor to UN-sponsored 
peacekeeping and peacemaking operations, 
as well as a refugee-receiving country, 
Canada is affected by developments in these 
and other international conflicts. Under the 
changing fortunes of a civil war or guerrilla 
insurgency, there are times when members of 
security forces or terrorist groups who have 
been involved in atrocities will seek refuge in 
Canada or any other host country. 


The threat of proliferation of weapons of 
mass destruction is no longer simply that of 
the clandestine collection programs of a few 
sovereign states whose aims and activities 
are generally known; the risk is that these 
weapons or their precursors will come into 
the possession of terrorist groups or cults. 


In the world of espionage, the security gains 
of the past five years are substantial. As 
evidenced by the participation of Russia at 
the P-8 meetings, democratic countries are 
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exploring the benefits of cooperation with 
former East Bloc countries in the fight against 
terrorism, transnational crime and 
proliferation. Intelligence communities in 
democratic and transitional countries are 
restructuring, in some cases under conditions 
of continuing political instability. 


Restructuring may take the form of 
legislation to codify functions and 
authorities, or it may be reflected in public 
statements by senior government and 
security officials, outlining in general terms 
the current mandates and priorities of their 
intelligence services. In an intensely 
competitive global economy, one of those 
priorities is economic intelligence, which has 
become a common currency for post-cold 
war intelligence communities. 


Traditional espionage has not disappeared; it 
has merely changed its form. As long as 
disparities in wealth and technology persist, 
there will be a market for economic, military 
and political intelligence. As long as there 
are perceived gaps in security, there will be a 
market for intelligence and technology on 
conventional, nuclear, biological and 
chemical weapons, and the delivery options 
for those weapons. 


In September 1995 in the Hague, Canada 
and 27 countries agreed on a new 
proliferation control regime for 
conventional armaments and high- 
technology goods to replace the cold-war 
framework of COCOM (Coordinating 
Committee for Multilateral Export 
Controls). COCOM was designed to restrict 
the export of these items to the Soviet Union 
and its Warsaw Pact allies. The “Wassenaar 
Arrangement”, as it is known, includes 
Russia and other former Warsaw Pact 
countries, and provides for a ban on the sale 
of sophisticated weapons to Iran, Iraq, 
North Korea and Libya, as well as the need 
to restrict transfers to a country which is or 
has become a security concern. 


The recognition by the G-7 and Russia that 
transnational crime is a threat to national 
security indicates this issue transcends the 
sum of individual crimes committed and has 
become a threat to systems — political, 
economic and social. The scope and gravity 
of the problem is forcing governments to 
counter it through the combined efforts of 
law enforcement and intelligence 
organizations domestically, and extensive 
international liaison and intelligence-sharing 
with many foreign states, not just traditional 
allies. 


To date, most analysis of transnational 
criminal activity has focused on the 

criminal drug trade and its ramifications. 
Profits from this illegal trade are enormous, 
but there is disturbing evidence of other 
significant revenue sources for organized 
crime groups. Corruption, money 
laundering not tied to drug profits, the 
manipulation of financial systems and major 
fraud are becoming increasingly important as 
revenue sources for groups involved in 
transnational crime. 


While all countries are at risk, some countries 
of the former Soviet bloc are particularly 
vulnerable because of the chaos following the 
collapse of their economies and the absence 
of even the most basic regulatory and 
administrative systems. This has created all 
kinds of opportunities for criminals to distort 
the transition to a market economy, defraud 
the government and corrupt the political 
system. 


Years like 1989, when the Berlin Wall fell and 
the Warsaw Pact effectively collapsed, or 
1991 when the Soviet Union dissolved, are 
rare. At almost any point in time, the 
evidence is mixed as to whether the global 
security environment is improving or not. 
Nonetheless, the December 1995 meeting of 
the P-8 countries, hosted in Ottawa by the 
Solicitor General, expressed concern over a 
number of trends. These included an 
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upsurge in terrorism in various P-8 countries, 
an increase in hostage-taking and 
indiscriminate terrorist violence by religious 
extremists and apocalyptic groups, as well as 
continuing attacks on tourists and the export 
of regional conflicts. Here is a brief account 
of some recent, security-related incidents. 


e On February 9, 1996, the IRA exploded a 
bomb near Canary Wharf in east-end 
London, killing two people and injuring 
dozens of others. Later the IRA accused 
the British government of acting in bad 
faith during the peace process. In the 
aftermath, bombings have left parts of 
London, as well as the 17-month 
ceasefire, in a shambles. 


e Algeria has now dissolved into civil strife 
with upwards of 30,000 casualties, © 
triggering a wave of terrorism against 
foreigners and a campaign of terrorism in 
France. Terrorist attacks in Paris and 
Lyon in the summer of 1995 caused 
significant casualties among 
unsuspecting civilians. 


e InSri Lanka, a lengthy secessionist battle 
reached new lows when, in January 1996, 
a powerful truck bomb killed more than 
50 people and wounded hundreds in 
central Colombo. 


e The nerve-gas attack in March 1995 on 
the Tokyo subway by the Aum Shinrikyo 
cult killed 12 people and injured at least 
5,500. Two subway lines were 
temporarily shut down and 26 stations 
closed. Sarin, a deadly nerve agent, was 
previously identified by proliferation 
experts as one of the most likely agents to 
be used in a terrorist attack. 


e The deaths of innocent victims in the 
bombing of the Alfred P. Murrah 
federal building in Oklahoma City 
provided yet another example of the 
lethal capability of low technology 


weapons. Investigation of this crime 
exposed the public to the presence within 
the extreme right of small, anarchist 
militias obsessed by notions of Semitic or 
government conspiracies against them. 


e Extremists in the Middle East continued 
their violent opposition to the peace 
process. In November, a young Israeli 
Jew assassinated Prime Minister Yitzak 
Rabin. Since then suicide bombers have 
killed and injured many innocent 
civilians in several attacks. 


Domestic Security: 


In Canada, the domestic security 
environment has appeared relatively calm, 
despite a number of contentious social issues 
which elude consensus and attract a very few 
people who would move the political agenda 
through violence. 


Incidents that may have a potential for life- 
threatening violence include blockades and 
occupations by armed native activists in 
support of treaty claims. 


Since the Quebec referendum of October 30, 
extremists on both sides have issued isolated 
threats, including death threats against 
political leaders. 


The extreme right in North America 
comprises a number of different racist 
factions without a central leadership, a 
phenomenon they find to be a source of 
strength: prominent members of the extreme 
right establish the broad directions of the 
movement, and decisions on what actions to 
take rest with individuals or small cells. 
Tensions between racists and their 
adversaries have the potential for violence. 
During the past year, four pipe bombs were 
mailed, two to white supremacists, by a 
previously unknown group calling itself the 
Militant Direct Action Task Force. 


ee 
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The 1994 Heritage Front affair brought to 
national attention the activities of white 
supremacists in Canada. Exposure has not 
benefited the extreme right; this racist fringe 
has little credibility with the Canadian 
public, but continues international contacts 
with American and European extremists. 
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The Threat to Canada: 


Although Canada has not been immune, 
compared to many other countries it has been 
spared much of the horror associated with 
modern terrorism. Like other democratic 
countries in the developed world, however, 
Canada is inherently vulnerable to acts of 
terrorism. Canada’s long borders and 
coastlines have many points of entry. Asa 
wealthy industrial society, Canada is a 
potential target for extremists and an attrac- 
tive place to attempt to secure technology and 
raise funds in the name of causes in far-away 
lands. Many of the world’s highest-profile 
terrorist groups have a presence in Canada, 
where they engage in a variety of ongoing 
activities in support of terrorism, such as: 


¢ procuring and supplying logistical 
support for terrorist operations outside of 
Canada; 

e developing and maintaining the logistical 
support-base necessary to commit a 
terrorist act in Canada; 


e fund-raising; 


e propagandizing and disseminating 
disinformation in support of their causes; 


¢ conducting surveillance and 
manipulating emigré communities; 


e providing safe havens for terrorists; 


e facilitating transit to and from the USA 
and other countries; 


e smuggling immigrants, and other illegal 
activities. 
International Measures: 


The terrorist threat is global in nature and 
requires a comprehensive, global response. 


Canada plays a pivotal role in the 
international approach to the problem. 
Discussions on the threat presented by 
terrorism took place during the Economic 
Summit in Halifax in June 1995. Asa result 
of this Summit, ministers from the G-7 
countries and Russia attended a Ministerial 
Conference in Ottawa in December to discuss 
ways of combatting terrorism. Under the 
Chairmanship of the Solicitor General of 
Canada, the conference drew up the Ottawa 
Declaration, a series of measures which 
include: 


e urging all states to refuse substantive 
concessions to hostage takers, to ensure 
those responsible are brought to justice 
and to join existing international treaties 
on terrorism by the year 2000; 


e promoting enhanced mutual legal | 
assistance, extradition and intelligence- 
sharing on terrorism; 


¢ pursuing measures to prevent terrorist 
use of nuclear, chemical and biological 
materials; 


e inhibiting the movement of terrorists and 
the falsification of documents; 


e strengthening counter-terrorism 
cooperation in maritime, air and other 
transportation sectors; 


¢ countering terrorist attacks against public 
facilities and infrastructure; 


e depriving terrorists of funds; 
e increasing counter-terrorism training. 


Hosting the June Summit to a successful 
conclusion required the coordinated efforts of 
governments in Canada at the federal, 
provincial and regional levels, as well as by 
federal and municipal police agencies, the 
Armed Forces and the Coast Guard. An 


estimated 2,000 security personnel were 
involved in the three-day event. 


Canada’s Response to Terrorism 


International cooperation to counter 
terrorists takes many forms, some of which 
are listed in the previous section. In addition 
to its activity as a G-7 member, Canada 
promotes intelligence-sharing among other 
members of the international community by 
agreement with close allies, former 
adversaries and developing democracies. 


In August 1995, Canada participated ina 
conference on terrorism in Buenos Aires 
together with the United States, Argentina, 
Paraguay, Uruguay, Brazil and Chile. This 
conference, the first of its kind, was attended 
by senior officials and was viewed as 
preparatory to the April 1996 Organization of 
American States meeting in Lima, Peru, 
which is expected to draw delegates from 35 
member countries. Canada also participated 
in the February 1996 conference on anti- 
terrorism in the Philippines. 


At an operational level, Canadian 
investigators counter international terrorists 
by following up Canadian leads from major 
terrorist incidents abroad and by conducting 
joint operations with foreign agencies. 


CSIS uses the full force of the CSIS Act, 
together with a coordinated approach among 
various government departments, police 
authorities and allied agencies, in efforts to 
ensure Canada does not become a focus of 
terrorist activity. Without such coordination 
and mutual assistance at the national and 
international levels, combined with the 
Service’s own investigative and analytical 
efforts, the risk to Canadians’ public safety 
would increase. 


CSIS’ primary responsibility is to forewarn 
and advise. Central to this task is the 
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provision of information and analysis to 
government decision-makers. CSIS threat 
assessments provide urgent information to 
ministers and senior government officials 
concerning imminent or potential threats. 
CSIS also produces longer-term, 
interpretative assessments and forecasts 
based on emerging trends and patterns of 
socio-economic and geopolitical 
development. 


CSIS assists Citizenship and Immigration 
Canada (CIC) by participating in the process 
of vetting Canadian visitors’ visas. The first 
line of defence against terrorist efforts to 
infiltrate Canada exists in countries and 
regions overseas where CSIS maintains 
liaison offices. Despite efforts made there to 
identify and intercept suspected terrorists, a 
limited number still manage to enter Canada. 
CSIS continues to take the initiative to launch 
formal judicial proceedings, in cooperation 
with CIC, to remove terrorists from Canada. 


CSIS information led CIC in 1995 to refuse a 
number of applications from individuals 
suspected of involvement in terrorist activity, 
effectively barring their entry into Canada. 
There also were instances in 1995 in which 
terrorists were removed. These efforts send a 
clear message that Canada is neither a safe- 
haven nor a refuge. 


Owing to its violent, underworld nature, 
terrorism is frequently tied to criminal 
activity. In the course of its investigations, 
CSIS often obtains ancillary information 
regarding criminal matters, which the Service 
turns over to law enforcement agencies. 
Extensive and timely liaison with the 
appropriate police authorities has helped to 
apprehend criminals and avert loss of life. 


Through its Counter-Terrorism program, 
CSIS has been able to deny the use of Canada 
as a safe-haven, refuge or as a site for 
terrorist activities. In this way, the safety of 
Canadians is protected. 


eS 
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Part Ill Canada’s National Security: 


Terrorists are not the only threat to Canada’s 


N ati oO ni a : security. While public safety remains the 


Service’s highest priority, Canada continues 


Secu ri ty to face threats from several states engaged in 


intelligence activities to further their aims 
Prog ir es m « and policies. These activities include 

political, military and economic espionage in 
Canada. They also include procurement of 
the expertise, technology and materiel 
required to develop chemical, biological and 
nuclear weapons and missile delivery 
systems; and foreign interference, such as 
attempts by foreign intelligence services to 
monitor, influence or coerce emigré 
communities covertly. Foreign intelligence 
activities violate Canadian sovereignty and 
are inimical to our national security interests. 


CSIS no longer actively investigates many of 
the countries that once were a concern. In 
fact, the Service is developing liaison 
relations with several intelligence services of 
the former Warsaw Pact. While these 
relationships have the potential to provide 
Canada with information important to its 
own security, another purpose is to convince 
former adversaries that their legitimate 
security needs can be satisfied through 
liaison and cooperation, without the need to 
spy on Canada or Canadians. 


In addition to these relationships, CSIS has 
liaison agreements with a number of other 
foreign services. Such agreements are 
essential to fulfil the Service’s mandate and 
properly serve the interests of the 
government and the Canadian public. 


CSIS has identified “undeclared” foreign 
intelligence officers operating in Canada. 
Their activities include monitoring their own 
citizens who are residing temporarily in 
Canada, penetrating and coercing their 
respective Canadian ethnic communities or 
collecting military, political, economic and 
technical intelligence. 
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Approximately two dozen countries operate 
against Canadian interests within Canada or 
abroad. In some cases, those which operate 
here do so with fewer resources and a 
narrower focus than in previous years; 
however, others are still active. 


It has become apparent to the world 
community that transnational criminal 
activity has extensively penetrated some 
societies and can have an impact on their 
national interests. Such interests can include 
the preservation of democratic processes, the 
integrity of borders and the economic well- 
being of nations. 


The successful pursuit of those involved in 
transnational criminal activity can be 
facilitated through the use of information 
derived from intelligence sources. Many 
governments, recognizing the need for . 
strategic intelligence in this vital area, are 
using their security and intelligence services 
to fight transnational crime. CSIS has 
established relationships with many of these 
services and is in a position to receive 
information and intelligence pertaining to 
this threat. 


Economic Security 


The era when traditional global security 
relations overshadowed economic concerns 
and regional conflict has passed. 
Accelerating economic interdependence and 
international competition have emerged as 
major sources of tension and conflict among 
world powers. In this uncertain 
environment, developed countries eager to 
maintain their standards of living, and 
developing countries equally determined to 
improve their own, are under pressure to use 
whatever means they have to improve their 
productivity and ensure their economic 
security. One such means is economic 
espionage, which can be described as illegal, 
clandestine or coercive activity by a foreign 
government to gain unauthorized access to 


economic intelligence such as proprietary 
information or technology for economic 
advantage. 


The Canadian government has transformed 
its national requirements for security 
intelligence to reflect this modified threat 
environment. Currently, the government has 
identified economic security as one of its 
priorities. CSIS has responded to these 
changing dynamics and to their impact on 
Canadian defence, foreign policy and 
economic interests. 


The Service’s economic espionage mandate is 
to investigate clandestine activities by or on 
behalf of foreign governments that are 
detrimental to Canada’s economic and 
commercial interests. CSIS seeks to forewarn 
government when the otherwise level 
playing field of free market competition is 
deliberately tilted against Canadian interests. 


CSIS does not investigate commercial 
industrial espionage — the practice of one 
private-sector company spying on another. If 
these activities are of a criminal nature, they 
may be investigated by law enforcement 
agencies. 


Canada has world-class skills in many 
technology-intensive fields. Aerospace, 
biotechnology, chemical, communications, 
information technology, mining & 
metallurgy, nuclear, oil & gas and 
environmental technology are key industrial 
sectors in the Canadian economy. Canadian 
enterprises maintain and develop 
information and technology of economic 
significance, the protection of which is 
essential to their economic viability, and by 
extension, the economic well-being of 
Canada. 


A number of Canadian companies operating 
in these sectors have been targeted by foreign 
governments to obtain economic or 
commercial advantage. The damage to 
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Canadian interests takes the form of lost 
contracts, jobs and markets, and overall, a 
diminished competitive advantage. 
Information and technology that has been 
the target of economic espionage includes 
trade and pricing information, investment 
strategy, contract details, supplier lists, 
planning documents, research and 
development data, technical drawings and 
computer databases. Two incidents among 
many serve as examples: 


e A Canadian company’s technology was 
compromised when the company, hoping 
to secure a lucrative contract from a 
foreign government, allowed a national 
of that country to work ona sensitive, 
leading-edge technology project. The 
foreign government then proceeded to 
duplicate the technology based on the 
information obtained through the direct 
access their representative agent had to 
this project. 


e A foreign government is believed to have 
_ tasked its intelligence service to gather 

specific information. The intelligence 
service in turn contracted with computer 
hackers to help meet the objective, in the 
course of which the hackers penetrated 
databases of two Canadian companies. 
These activities resulted in the 
compromise of the companies’ numerous 
computer systems, passwords, personnel 
and research files. 


The Service established a national Liaison 
and Awareness Program to deal with 
economic espionage and proliferation issues 
in January 1992. The program seeks to 
develop an ongoing dialogue with public 
and private organizations concerning the 
threat posed to Canadian interests by foreign 
government involvement in economic and 
defence-related espionage, including the 


proliferation of weapons of mass destruction. 


The program enables CSIS to collect and 
assess information that will assist in its 


investigation of economic espionage 
activities against Canada, and in the 
subsequent provision of advice to 
government. 


The CSIS program now consists of more than 
1600 contacts within Canadian industry and 
government. Thirty per cent have expressed 
a security concern, 76 per cent of which 
related to economic security. 


Proliferation 


The proliferation of weapons of mass 
destruction (nuclear, chemical, biological and 
their delivery systems) is a significant 
concern. In addition to the five declared 
nuclear weapons states (United States, 
United Kingdom, France, Russia and China) 
and those former Soviet states which are 
divesting themselves of the nuclear weapons 
on their soil, a number of other countries are 
assumed to either possess nuclear weapons 
or be intent on acquiring them. 


According to a recent report of the US 
Congressional Office of Technology 
Assessment, a total of 11 countries are 
“generally reported as having undeclared 
offensive chemical warfare capabilities”, and 
at least eight are reported to have undeclared 
offensive biological weapons programs. 


Furthermore, besides the five declared 
nuclear powers, more than a dozen countries 
are developing ballistic missiles with ranges 
of between 300 and 600 or more kilometres. 
Of additional concern are the states which 
have in the past developed, or are now 
believed to be developing nuclear, chemical 
and biological weaponry simultaneously, as 
well as ballistic missiles for their long-range 
delivery. 


In Canada, there have been covert attempts 
to acquire technology applicable to the 
development and production of weapons of 
mass destruction by countries of proliferation 
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concern. For example, ina well-publicized 
case immediately preceding the Gulf War, 
American and British officials foiled an 
attempt by an Iraqi front company to acquire 
trigger mechanisms for nuclear devices. A 
Canadian firm had also been approached by 
an Iraqi-based company with an order for 
trigger modules. The unusually high 
quantity requested and the undeclared end- 
use raised sufficient suspicions for the 
company not to proceed with the sale. 


Canada is a party to a number of 
international treaties, such as the 1970 
Nuclear Non-Proliferation Treaty and the 
1972 Biological and Toxin Weapons 
Convention, forbidding the transfer of 
weapons of mass destruction. In addition, 
Canada was one of the original signatories of 
the yet to be ratified Chemical Weapons 
Convention. Despite the strengthening of 
these régimes, non-signatory states and 
states ignoring their treaty commitments 
continue to undermine proliferation control 
efforts. 


The proliferation of weapons of mass 
destruction and the diversion to military 
programs of dual-use technology acquired 
under the guise of civilian research or 
application constitute growing international 
security threats to which CSIS devotes 
particular attention, especially to the transfer 
of expertise. 


CSIS works closely with federal government 
departments and agencies such as Foreign 
Affairs and International Trade, National 
Defence, Revenue Canada Customs & Excise, 
the National Research Council and the 
Atomic Energy Control Board. These have 
either an enforcement role or the technical 
knowledge to support a thorough and 
comprehensive assessment of the 
proliferation threat. 


Through its mandated investigations in 
Canada and its international liaison network, 
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CSIS seeks to identify attempts by countries 
of proliferation concern to acquire Canadian 
technology and expertise. The resulting 
analyses are shared with relevant 
government departments and agencies, thus 
informing them of events that may affect 
Canadian foreign policy and defence 
interests. 


Security Screening 


The Security Screening Program is the 
Service’s most visible function. In the course 
of performing screening enquiries, CSIS 
personnel come into daily contact with the 
general public. CSIS completes thousands of 
security assessments per year. Security 
assessments fall into three categories: 
Government Screening; Foreign Screening; 
Immigration and Citizenship Screening. 


Government Screening 


The Service acts as the investigative and 
security assessment agency for all 
government institutions except National 
Defence and the RCMP, who conduct their 
own field investigations. CSIS carries out 
security assessments when public servants or 
contracted employees require security 
clearances in order to have access to 
classified government information in the 
performance of their duties. 


The Service responds to client department 
requests with an assessment that contains an 
appraisal of the loyalty and reliability of the 
individual. The decision whether or not to 
grant the security clearance is left to the 
department head. A decision to deny or 
revoke a clearance may be reviewed by the 
Security Intelligence Review Committee. 


Another component of Government 
Screening is the Airport Restricted Area 
Access Program, established in 1987 to 
improve security at major Canadian airports. 
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The Service provides a screening assessment 
of persons requiring access to controlled 
areas in order to perform such duties as 
baggage handling and food services. 


Foreign Screening 


The Service has reciprocal screening 
agreements with a number of foreign 
governments and agencies, all of which are 
approved by the Solicitor General after 
consultation with the Department of Foreign 
Affairs and International Trade. These 
requests for foreign screening typically fall 
within one of two categories: database 
checks and enquiries on Canadian residents 
wishing to take up residence in another 
country; or checks and occasional field 
enquiries on former and current Canadian 
residents who are being considered for 
classified access in another country. All 
persons affected by this procedure provide 
their agreement in advance. 


Immigration and Citizenship Screening 


With the large number of conflicts 
throughout the world, the importation of 
regional homeland issues into communities 
in Canada is of particular concern to all 
Canadians. The Service provides advice to 
the Minister of Citizenship and Immigration 
on prospective immigrants. Such advice 
relates directly to the security inadmissibility 
criteria contained in s.19(1) of the 
Immigration Act, with the final decision 
resting with the Minister of Citizenship and 
Immigration. 


The 1993 amendments to the Immigration Act 
have had a significant impact on the security 
screening of prospective immigrants. The 
amendments have broadened the scope of 
s.19(1) of the Act by including the word 
terrorism, the notion of membership, and 
more significantly, the inclusion of past 
activity as grounds for inadmissibility. These 
amendments brought s.19 into closer 


alignment with the definition of “threats to 


national security”, as defined in s.2 of the 
CSIS Act. 


The Service also provides Citizenship and 
Immigration Canada with advice on 
individuals applying for Canadian 
citizenship as to whether or not they may 
become involved in activities constituting 
threats to the security of Canada as defined 
in s.2 of the CSIS Act. 


Advising the Government 


One of the primary values of intelligence- 
gathering is the timely delivery of perishable 
information to policy-makers in government. 


Intelligence analysts use their knowledge of 
regional, national and global trends to 
evaluate all types of information, including 
that from open sources. Based on their 
research, they produce security intelligence 
in the form of assessed reports, studies or 
briefs on specific issues. 


The Service’s analysis of intelligence occurs 
at two levels: operational and strategic. 
Operational analysis is closely linked to the 
analysis performed initially by investigators 
at regional offices, and subsequently from a 
national perspective by operational branches 
at headquarters. Operational analysis 
involves combining tactically assessed 
intelligence with information from other 
sources, including government agencies and 
other intelligence services. The result is a 
finished evaluation which lends context to, 
and weighs the significance of, the original 
raw information. 


Strategic analysis aims to develop 
comprehensive, policy-relevant intelligence 
assessments, and can involve a wide range of 
vital Canadian interests and future policies. 
Strategic analysts are selected on the basis of 
their authoritative and detailed knowledge of 


Se 
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specialist areas and their ability to anticipate 
and analyze issues of potential interest to 
policy-makers. 


The Service’s intelligence assessments appear 
either as stand-alone documents or in 
conjunction with assessments from other 
agencies in Canada’s intelligence community. 
These latter documents are published 
collectively by the interdepartmental 
Intelligence Advisory Committee under the 
auspices of the Privy Council Office. 


A Government Liaison Unit enables the 
Service to obtain feedback from clients 
throughout government, and has allowed 
CSIS to refine its assessment process by 
focusing on topics of greater relevance and 
timeliness. In this way, the Service is better 
able to meet its statutory obligations. 
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Resource 
Implications 
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Since 1991/92, the Service, like other 
departments and agencies, has been subject 
to the government’s fiscal restraint program. 
This program has affected the number of staff 
and will continue to do so. Between 1992 
and 1998, the Service’s staff will be reduced 
by 739, or 26.8 per cent. The Service’s 
budget, including reductions resulting from 
Program Review, will decrease by 36.4 per 
cent between 1993/94 and 1998/99. 
Excluding the capital costs of the National 
Headquarters, the reduction is 19.7 per cent. 
As a result of Program Review II, the 
Service’s budget will be reduced by an 
additional $1.6 million in 1998/99. 


The charts on the following page illustrate 
the Service’s human and dollar resource 
levels. A major portion of the reduction since 
1993/94 is due to the completion of the 
National Headquarters building. 


The Service is able to meet its budget cuts 
primarily through staff reductions. These 
reductions have been accomplished through 
normal attrition and, having been identified 
asa “most affected” agency, the Service has 
been able to offer employees the Early 
Departure Incentive Program. Moreover, the 
Service has focused on reducing 
administrative overhead where possible, and 
developing technological innovations to 
realize efficiencies. 


Special emphasis will continue to be placed 
on maintaining the operational integrity of 
the Service. Although there have been 
directed reductions in some areas, essential 
positions must continue to be staffed by 
people with the qualifications and 
specialized skills related to security 
intelligence. Therefore, the Service will 
continue to recruit high-calibre university 
graduates to become Intelligence Officers. 
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The tabling in the House of Commons of 
the annual Public Report of the Canadian 
Security Intelligence Service (CSIS) 
provides an opportunity to report to 
Canadians on the activities of the Service. 
Consistent with its responsibilities for 
national security and public safety, and the 
practice established in previous years, the 
Service is committed to a policy of public 
accountability and welcomes this 
Opportunity to report. 


Last year’s Public Report provided 
Canadians with an update on trends 
affecting national security and public 
safety, including terrorism and a variety of 
national security threats emanating from 
states, groups and even individuals. 
Emphasis was placed on the international 
efforts to counter the increasingly global 
reach of some of these threats, including 
the initiatives begun with the G7/P8 
Summit at Halifax in June, 1995, and 
subsequent cooperative efforts, including 
the Anti-Terrorism Summit at Sharm El 
Sheik, Egypt, in the spring of 1996. The 
trends described last year are still evident 
and there is little indication that these 
threats will become less challenging. 


This year’s report continues with the 
security trends which should be of concern 
to all Canadians. In particular, the mixture 
of traditional and non-traditional threats is 
discussed in the areas of Counter-Terrorism 
and Counter-Intelligence and an update is 
provided on other national security 
problems, including economic security, 
weapons proliferation, transnational 
criminal activity and emerging threats to 
information technology. Increasingly, we 
find that the globalization of threats 
demands an international as well as a 
domestic response and Canada has not 
been slow to take action in both areas. 
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Canadian national security and public safety 
depend upon the existence of a stable 
security environment. 


By now, we are far enough removed from the 
days of the Cold War to discern certain 
changes in the security environment. For the 
decade of the 1990s to date, the global 
environment which spawns many of the 
threats to national security and public safety 
has undergone a more profound change than 
at any time since the Second World War. 


It is not clear that the process of change is 
complete, but three important characteristics 
are evident. First, the global security 
environment in which Canadians must live 
and do business continues to be more 
unstable, diverse and unpredictable than that 
experienced during the long years of the 
Cold War. Second, many of the traditional 
threat activities have not gone away, but 
remain, albeit in a changed or changing form. 
Third, new types of threats are emerging, as 
described last year, particularly for the more 
developed democracies which have the most 
to lose from instability. 


Optimistic expectations of a new world order 
following four decades of bipolar 
confrontation have not been realized. The 
threat of nuclear war has abated, and 
encouraging progress has been made in 
reducing the number of countries from the 
former Soviet Union which once held nuclear 
weapons. There is greater concern, however, 
about the security of nuclear materiel and 
components, and the chances of their 
increased proliferation around the world. 


According to the 1996 Yearbook of the 
Stockholm International Peace Research 
Institute, major armed conflicts around the 
world declined from 36 in 1994 to 30 in 1995, 
but the reality remains that there are more 
than 80 known territorial disputes extant and 
at least that number of potential ethnic 
conflicts. As an active member of such 


organizations as the United Nations, the 
Commonwealth, La Francophonie, Asia- 
Pacific Economic Cooperation (APEC) and 
the Organization of American States, and one 
of the few remaining countries willing to 
receive large numbers of immigrants and 
refugees, Canada cannot be indifferent to 
these conflicts. Most immigrants and 
refugees are happy to leave their homeland 
conflicts. A few, unfortunately, bring their 
conflicts with them. 


The last five years of this decade have seen 
the worst outbreaks of atrocities since the 
Second World War, which the various multi- 
national organizations to which Canada 
belongs have been unable to prevent. 
Sometimes, the unfortunate victims of these 
tragedies and some of the perpetrators end 
up in Canada. Even if Canada already is 
involved in diplomatic, humanitarian or 
peacekeeping efforts in a country where a 
crime is committed, the faraway atrocity then 
has the potential to become a Canadian 
domestic problem. 


Many of the overt threats of the last five 
decades have receded. Some of Canada’s 
former intelligence adversaries in Eastern 
Europe, for example, have chosen co- 
operation over confrontation. The advance 
of democracy has improved living standards, 
the rule of law and the quality of life in many 
countries, but too many other countries have 
regressed to the point of failed or failing 
states. According to the annual report of the 
New York-based Freedom House, the 
number of free countries has risen from 76 to 
79, leaving more than 100 countries whose 
citizens enjoy little freedom. Too many other 
causes of conflict remain around the world. 


While the democratic world prospers, much 
of the rest of the world struggles with 
increasing instability, which can lead 


ultimately to threats to the national security 
and public safety of the countries and 
citizens of the developed world, including 
Canada. Some of the causes and symptoms 
of instability include the following: 


e a lack of democracy and the rule of law in 
many countries; 


e too many failed and failing states; 


e existing or suspended wars between and 
within states; 


¢ numerous cases of potential ethnic and 
religious conflict; 


* economic disparities between and within 
states; 


e many examples of territorial and border 
disputes; 


e migrations of people dislocated from 
their places of origin; 


e many cases of torture and other violations 
of human rights; 


e exportable health problems and 
communicable diseases; 


¢ food and water availability and scarcity; 
e depleted and depleting environments; 


e exports and imports of weapons of mass 
destruction; 


e the continued use of espionage to gather 
vital information; 


e the increased use of terrorism to further 
political goals; 


1996 Public Report 


a ee 


e the rise of transnational organized crime; 
and 


e an information environment with many 
security problems. 


In this unstable environment, approximately 
23-million people are registered with the UN 
High Commissioner for Refugees, and 
several times that number are dislocated 
from their countries of origin. A recent and 
disturbing trend in countries where the worst 
population dislocations have occurred is the 
deliberate targeting of unarmed volunteer 
relief workers. 


The reports of murdered Western aid 
workers in Chechnya, Rwanda and Somalia 
are noted when they include Canadians, but 
the statistics that include attacks on hundreds 
of other local aid workers across the world 
tend to be forgotten. This phenomenon has 
been described by the Director of Operations 
at the International Committee of the Red 
Cross as a “new barbarity” which threatens 
“what centuries of civilization have forged in 
the name of the common good.” 


The security environment described in this 
report is the breeding ground for many of the 
national security and public safety concerns 
which ultimately affect Canadians at home 
and overseas. The following parts II, III and 
IV of this report discuss the threats and the 
Canadian response. 
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Counter- Ierrorism 
Program 
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International terrorism threatens public 
safety and challenges the civil authorities and 
democratic structures of developed states. In 
Western Europe, the governments of France, 
Germany and the United Kingdom, to name 
three of the more populous countries, have 
had to deal with difficult problems from the 
effects of terrorism. In Israel, the 
assassination of Prime Minister Yitzak Rabin 
on November 4, 1995 by an Israeli extremist, 
and a campaign of suicide bombings by 
Palestinian extremists, helped to persuade 
the Israeli electorate to replace a government 
responsible for the peace process with one 
thought more likely to adopt a harder line. 


Annual international terrorist incidents in the 
1990s number in the hundreds. Examples of 
some of the indiscriminate and targeted 
killings by terrorists in the last two years 
included, amongst others: 


e anerve agent attack on the Tokyo subway 
killed 12 and injured 5,500; 


e acar bomb in Oklahoma City killed 168 
and injured more than 500; 


e an explosion in Riyadh killed five 
Americans and wounded 34; 


e anIRA bomb in London killed two 
civilians and injured more than 100; and 


e abomb blast in Dhahran, Saudi Arabia, 
killed 20 and wounded hundreds. 


As other developed countries tighten their 
responses to terrorism, Canada will continue 
to be attractive to terrorists as a safe haven 
and a means of ready access to the United 
States. The 1985 Air India disaster that 
claimed 329 lives, which remains under 
active investigation, was a reminder that 
Canada has no guarantee of immunity. Less 
well known is a series of terrorist incidents 
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involving Canada at home and abroad over 
the last 15 years, including: 


¢ anattempt on the life of the Turkish 
commercial attaché in Ottawa; 


¢ anexplosion at the Litton plant in Toronto 
that injured 10 people; 


e the Ottawa assassination of the Turkish 
military attaché; 


e anattack on the Turkish Embassy in 
Ottawa, causing the death of a security 
guard; 


e abomb of Canadian origin that killed two 
people in Japan’s Narita airport; 


e the wounding of a visiting Punjab cabinet 
minister in British Columbia; 


¢ anapprehended plot to attack Indian 
locations in Toronto; 


e the shooting of a Punjabi-language 
newspaper editor in Vancouver; 


e the occupation of the Iranian Embassy in 
Ottawa, without loss of life; 


e the attack on a Sudanese politician at the 
Ottawa Airport; and 


e letterbombs sent to the Mackenzie 
Institute in Toronto and the Alberta 
Genetics laboratory. 


At the start of 1997, trends in international 
terrorism mix the old and the new and 
include the following: 


¢ continued sponsorship of terrorist 
organizations by a few states; 


¢ intractable conflicts in the Punjab, Middle 
East and elsewhere; 


e the continued rise of Islamic and other 
forms of religious extremism; 


e increasing right-wing extremism in 
developed countries; 


e declining left-wing extremism, except in 
opposition to the right; 


e rejection of what is perceived elsewhere 
to be Western cultural imperialism; 


e nationalism and separatism as primary 
motivators for terrorism; 


e the use of terror by alienated groups, less 
understood and less predictable; 


e hostage-taking to extort money from 
governments and multi-nationals; 


e the search by terrorists for weapons of 
mass destruction; and 


e the exploitation of communications 
technology for cyber-terrorism. 


Activities are selected and used by terrorists 
in proportion to their demonstrated success 
or failure, as reported instantaneously by the 
worldwide news media. The hostage-taking 
at the Japanese embassy in Lima, Peru is one 
example. The challenge for governments is to 
devise responses appropriate to the given 
crisis that will be neither an overreaction nor 
a violation of democratic values. 


Overseas, US interests present targets of 
opportunity for terrorists, with 
transportation facilities being vulnerable. 
Since 1991, transportation infrastructure and 
facilities have been the target of 20 per cent of 
all international terrorist attacks. In 1995, 
there were 170 attacks worldwide against 
transportation systems. Canadians could be 
at risk simply by being in the wrong place at 
the wrong time, as was the Canadian couple 
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travelling in the Paris underground train 
ripped apart by an explosion on December 3, 
1996. The wife was one of four passengers 
killed, and the husband was one of dozens 
injured. 


In Canada, the threat from international 
terrorism will continue to be associated with 
homeland conflicts. Many of the world’s 
terrorist groups have a presence in Canada, 
where they engage in a variety of activities in 
support of terrorism, including: 


e providing logistic support for terrorism 
outside Canada; 


e developing the potential for terrorist 
actions in Canada; 


e fund-raising, advocacy, and information 
dissemination; 


e intimidating Canadian citizens in emigré 
communities; 


e providing safe haven for terrorists; 


e arranging transit to and from other 
countries; and 


e raising money through illegal activities. 


These activities in Canada are an obvious 
concern for intelligence and law enforcement 
officials. Insufficient effort in either area 
could leave Canada open to charges of being 
implicated indirectly in acts elsewhere 
against other states. To avoid such a 
possibility, even greater cooperation with 
like-minded countries will be needed for the 
foreseeable future. 


Domestic terrorism by disaffected 
individuals and groups can be expected in 
many developed societies and is difficult to 
prevent due to the less predictable nature of 
this type of threat. Inspired by extremist 


beliefs, or by real and imagined grievances, 
groups and individuals resort to random 
unconstrained terrorist attacks. The 
Oklahoma City bombing and the gas attack 
on the Tokyo subway by the Aum Shinrikyo 
cult are examples. 


By contrast, the domestic security 
environment in Canada recently has 
appeared relatively calm, despite a number 
of contentious issues which elude consensus 
and attract a very few people who would 
move the political agenda through violence. 
Incidents that may have a potential for life- 
threatening violence include blockades and 
occupations by armed native activists in 
support of treaty claims. The extreme right 
in North America comprises a number of 
different racist factions without a central 
leadership, whose decentralised decision- 
making adds to their unpredictability. 
Prominent members of the extreme right 
establish the broad directions of the 
movement, and decisions on what actions to 
take rest with individuals or small cells. 
Tensions between racists and their 
adversaries have the potential for violence. 
Two pipe bombs were mailed to white 
supremacists in the summer of 1995 by a 
previously unknown group calling itself the 
Militant Direct Action Task Force. 


Canada’s response to terrorism is integral to 
the response by the G7/P8 countries reported 
last year. A great deal of international 
cooperation has taken place since the Ottawa 
Declaration of December 1995. Canada, for 
example, played a full part in the Anti- 
Terrorism Summit at Sharm El Sheik, Egypt, 
in March, 1996, and the international 
ministerial Counter-Terrorism conference at 
Paris on July 30, 1996. Canada also will work 
on the Counter-Terrorism group preparing 
for the heads of government meeting to be 
held at Denver in the summer of 1997. 
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If the campaign against terrorism is to 
succeed, bilateral and multilateral 
intergovernmental cooperation, as well as the 
momentum generated by the G7/P8 
countries, will need to be sustained. 
Terrorism affects the responsibilities of 
several Canadian federal departments and 
will demand even more interdepartmental 
cooperation in the future, particularly when 
Canada hosts such high-profile events as the 
upcoming APEC conference in Vancouver in 
November, 1997. 
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Part Ill The abrupt end to the Cold War raised 
expectations in the West that have not been 
completely fulfilled. The intelligence 


C anada’s Counter Me services in most Western democracies 


downsized and reorganized at approximately 


Intelligence the same time that traditionally adversarial 


foreign intelligence services were being 
Program tasked to undertake other collection activities, 

considered by their governments to be in 
their best interests. In addition to conducting 
traditional espionage, several countries have 
enlisted their intelligence services for new 
purposes and the long-term effects of this 
trend are not yet clear. 


After a period of hesitation, the Russian 
intelligence services, for example, were 
reinvigorated by the passage of a new bill on 
foreign intelligence collection, signed into 
law by President Yeltsin in July, 1992. Since 
then, there have been several examples of 
traditional espionage activities by Russia. In 
May, 1996, two Russian illegal officers living 
in Canada under the assumed identities of 
deceased Canadians were arrested as a result 
of a Service investigation. Dmitriy 
Olshevsky and Yelena Olshevskaya, living in 
Toronto under their developing legend of Ian 
and Laurie Lambert, admitted membership 
in the Russian Foreign Intelligence Service to 
an immigration hearing and were deported 
from Canada. 


In the United States Aldrich Ames, a former 
CIA employee, was convicted in 1994 of 
spying for the former Soviet Union and 
Russia. Over a period of years, his activities 
caused the deaths of several US agents. In 
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relatively senior CIA officer, was arrested on 
charges of espionage for Russia. Shortly 
after, Earl Edwin Pitts, a 43-year-old lawyer 
and FBI special agent, was arrested on 
charges of selling national security secrets to 
Russia. 
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Traditional espionage, therefore, has not gone 
away; it has entered a period of change in 
which traditional and non-traditional forms 
of espionage will co-exist for some time. 
Although Canada now is cooperating in 
some areas with former intelligence 
adversaries from the Cold War, traditional 
espionage by many countries continues. 


Several countries consider it in their interests 
to attempt to steal leading-edge technology 
from Canada, because they lack research and 
development, or because it is cheaper than 
buying the technology. Some expect an 
intelligence return from scientists and 
university students sent abroad at 
government expense. China, for example, 
developed its weapons of mass destruction 
with the help of Chinese scientists trained in 
the Former Soviet Union and in the West. 


Other countries attempt covertly to monitor, 
influence or coerce emigré communities. Not 
only do such foreign intelligence activities 
violate Canadian sovereignty and our 
national security interests, but Canada 
cannot allow its citizens to be harassed or 
intimidated by other governments. CSIS has 
a responsibility to investigate and forewarn 
the government of such activities. 


Canada will continue to develop liaison 
arrangements with other countries, including 
the intelligence services of the former 
Warsaw Pact. While these relationships 
provide Canada with information important 
to its own security, another purpose is to 
convince former adversaries that their 
legitimate security needs can be satisfied 
through liaison and cooperation, without the 
need to spy on Canada or Canadians. 


In addition to these new relationships, 
Canada has long-term liaison agreements 
with a number of allied intelligence services. 
Such agreements have proven to be 
immensely beneficial in the past, remain 
essential to the security intelligence mandate, 


10 


and properly serve the best interests of 
Canada and the Canadian public. 


As long as there are disparities in wealth and 
technology, there will be a market for 
economic, military, political, scientific and 
technical intelligence. As long as there are 
perceived gaps in security, or a desire by one 
country to exercise hegemony in a particular 
region, there will be a market for 
conventional, nuclear, biological and 
chemical weaponry and their delivery 
systems, and the temptation to proliferate for 
profit. Canada must continue to be vigilant, 
because these activities are an everyday 
reality. 


For the foreseeable future, therefore, 
espionage activities will not diminish. These 
activities will be more diverse than ever 
before and will be used by various countries 
in response to perceptions of the national 
interest by individual governments. The 
need will remain for the close intelligence- 
sharing relationships with allies that have 
served Canada well for so many years. 
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Part [V Economic Security 


Economic espionage, which may be defined 


Other National as illegal, clandestine or coercive activity by a 


: foreign government to gain unauthorized 

S ecurity Programs access to proprietary or classified 
information for economic advantage, has 

become more prevalent. Intense 
international economic competition is a 
major source of tension and conflict among 
world powers. Some developed countries 
eager to maintain their standards of living, 
and developing countries determined to 
improve their standards, will use whatever 
means they have to enhance their 
productivity and economic security. 


A number of Canadian companies have been 
targeted by foreign governments to obtain 
economic or commercial advantage. The 
damage to Canadian interests takes the form 
of lost contracts, jobs and markets and a 
diminished competitive advantage. 
Information and technology that has been the 
target of economic espionage includes trade 
and pricing information, investment strategy, 
contract details, supplier lists, planning 
documents, research and development data, 
technical drawings and computer databases. 


The Canadian government has identified 
economic growth as one of its priorities and 
has modified its national requirements for 
security intelligence accordingly. The 
economic security mandate is to investigate 
clandestine activities by or on behalf of 
foreign governments that are detrimental to 
Canada’s economic and commercial interests. 
Seas EEE ESE SEES: z The intention is to forewarn government 

si when the otherwise level playing field of free 

; market competition is deliberately tilted 

: against Canadian interests. CSIS does not 

Sects SetE SEE EEE EE investigate commercial industrial espionage, 
or the practice of one private-sector company 
spying on another. Activities of a criminal 
nature would be investigated by law 
enforcement agencies. 
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A national Liaison and Awareness Program 
to deal with economic espionage and 
proliferation issues was started in January, 
1992. The program seeks to develop an 
ongoing dialogue with public and private 
organizations concerning the threat posed to 
Canadian interests by foreign government 
involvement in economic and defence- 
related espionage. The program enhances 
the collection and assessment of information 
that will assist in the investigation of 
economic espionage activities against 
Canada and in the subsequent provision of 
advice to government. The program now 
consists of more than 1700 contacts within 
Canadian industry and government. 


Canada has world-class skills in many 
technology-intensive fields. Aerospace, 
biotechnology, chemical, communications, 
information technology, mining & 
metallurgy, nuclear, oil & gas and 
environmental technology are key industrial 
sectors in the Canadian economy. Canadian 
enterprises maintain and develop 
information and technology of economic 
significance. The protection of this 
technology is essential to the viability of 
these sectors and, by extension, the economic 
well-being of Canada. 


As a technologically advanced state, Canada 
will remain a target for economic espionage, 
particularly within the government, or 
Canadian enterprises which are at the 
forefront of the technological revolution. 
Most businesses and departments of 
government need to be alert to the threat of 
economic espionage and routinely should 
review and update their economic security 
requirements. 


Weapons Proliferation 


The spread of nuclear, biological and 
chemical weapons of mass destruction and 
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advanced delivery systems to unstable parts 
of the world can both aggravate existing 
conflicts and result in unprecedented levels 
of damage and human suffering should war 
break out. Canada, in the near-to-medium 
term, can be affected indirectly by the 
creation of new threats to its military forces 
and those of its allies deployed abroad in 
peacekeeping activities. 


The home territory of some of Canada’s allies 
is already directly threatened by the 
proliferation of weapons of mass destruction 
and, in the longer-term, North America itself 
may come under a similar threat. 
Meanwhile, the proliferation of weapons, 
materials, technology, and expertise increases 
the chance of terrorist groups acquiring and 
threatening or actually using weapons of 
mass destruction against Western interests, 
including those of Canada. 


Canada is party to a number of international 
treaties and other agreements seeking to limit 
the spread of weapons of mass destruction or 
materials and technology. Much of it is 
“dual-use”, having both a military and 
civilian application that may contribute to 
proliferation. Agreements include formal 
treaties, such as the 1970 Nuclear Non- 
Proliferation Treaty, 1975 Biological and Toxin 
Weapons Convention and the recently- 
concluded Chemical Weapons Convention, 
due to enter into force in April, 1997. 


Less formal export-control arrangements 
exist, such as: the Nuclear Suppliers Group; 
the Australia Group, covering chemical and 
biological agents, precursors and equipment; 
the Missile Technology Control Regime; and 
the Wassenaar Arrangement, covering both 
conventional arms and dual-use goods and 
technologies. Despite the continued 
strengthening of these regimes, non- 
signatory states and states ignoring their 
treaty commitments continue to undermine 
proliferation control efforts, often by 
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engaging in elaborate and deceptive methods 
such as the development of clandestine and 
illicit international procurement networks. 


Canada already has experienced covert 
attempts to acquire technology applicable to 
the development and production of weapons 
of mass destruction by countries of 
proliferation concern. This should not be 
surprising, given our skills in many high- 
technology industries including the nuclear, 
chemical, electronics and aerospace sectors. 
The illicit export of materials related to 
weapons of mass destruction, technology, 
and expertise from Canada, or the use of 
Canadian individuals, companies or territory 
for transfers of this kind could strain 
Canada’s ability to fulfill its commitments to 
stem proliferation. It could also do 
considerable harm to its diplomacy and 
reputation generally. 


Since Canada does not produce any weapons 
of mass destruction of its own, CSIS devotes 
particular attention to the transfer of dual- 
use technology and expertise. As part of the 
Canadian government's effort to counter 
proliferation, the Service works closely with 
several federal departments and agencies 
having either an enforcement role or the 
technical knowledge to support a 
comprehensive assessment of the 
proliferation threat. 


Through its mandated investigations in 
Canada, the analysis of both classified and 
open information and the use of its 
international liaison network, CSIS 
contributes to the government's overall 
assessment of the threat to Canadian interests 
while seeking to identify attempts by 
countries of proliferation concern to acquire 
Canadian technology and expertise. The 
resulting analyses are shared with other 
relevant departments and agencies, helping 
keep them abreast of events that may impact 
on Canadian defence and foreign policy. 


As a leading advocate of arms control, and a 
potential source of technology and expertise, 
Canada will continue to need the best 
available intelligence on weapons of mass 
destruction and the intentions of those trying 
to acquire them. 


Transnational Criminal Activities 


Transnational criminal activities involve, 
among other things, the illegal traffic of 
drugs, people and money across 
international borders. In Canada, the RCMP 
has the lead role for combating crime, but the 
globalization of crime requires governments 
to harness all their resources, including their 
intelligence services, in the cooperative fight 
against these criminal activities. Elsewhere, 
the increasing scope and power of groups 
involved in transnational crime has unsettled 
governments around the world. There is 
general agreement within the G-7 and 
beyond that the nature of the threat posed by 
this phenomenon transcends the sum of 
individual crimes committed. Canada, with 
its open society and contiguous border with 
the USA, has particular cause for concern. 


Transnational crime is seen as a threat to 
political, economic, environmental and social 
systems because this type of crime and 
related activities: 


e undermine civil society and the 
sovereignty of states by normalizing 
violence and introducing a corruptive 
cancer into political structures; 


e distort market mechanisms by depriving 
consumers and producers of the 
benefits of fair, free, safe and secure 
economic and commercial systems; 


e subvert loyalties from the nation-state by 
causing individuals to operate outside the 
law and the lawful economy, and to 
evade taxation; 
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¢ degrade environmental systems through 
evasion of safeguards and regulations; 


e destabilize strategically important 
nations, hindering the progress of 
economies in transition and developing 
economies; 


e interfere with a nation’s foreign policy 
goals and the international system; and 


e burden societies with the enormous social 
and economic costs of illegal drugs. 


Many governments, recognizing the need for 
strategic intelligence in this vital area, are 
drawing upon the particular skills and 
capacities of their security and intelligence 
services. CSIS has established relationships 
with many of these services. In January of 
1996, the Service created a Transnational 
Criminal Activities Unit as part of the 
Service’s contribution to the government- 
wide effort to combat transnational crime. 
This unit, which draws upon both the 
Service’s operational and strategic analysis 
resources, has a mandate to ensure that 
police forces and decision-makers receive 
timely strategic intelligence regarding 
transnational criminal activity. 


Information Technology 


Information technology is an essential tool of 
government and business throughout the 
developed world. It is not only a means by 
which Canada stays at the forefront of new 
technology, but is also an important 
employment sector and export earner. As an 
attractive commodity for other countries, 
organizations and individuals, however, 
information technology presents a security 
challenge. Lax security will provide 
opportunities for any or all of the national 
security threats previously mentioned. 
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A number of states, individuals and groups 
possess the expertise and the hardware and 
software to compromise computer systems 
and the information they hold. Any action 
taken to degrade Canada’s information 
technologies and computer networks would 
threaten national security and our social, 
political and economic interests. 
Consequently, information security is no 
longer the sole preserve of intelligence and 
security services, but is everyone’s business. 
Information protection is now the 
responsibility of individual companies and 
all departments of government. CSIS has the 
mandate and capability to assist in this area, 
and to provide advice from a national 
security perspective. 


The potential for physical conflict to be 
replaced by attacks on information 
infrastructures has caused states to rethink 
their concepts of warfare, threats and 
national assets, at a time when information is 
recognized as a national asset. Information 
Warfare is the term used to describe threats 
to states emanating from the attack on or the 
manipulation of information technologies. 
Traditionally, the definition of Information 
Warfare was used by armed forces to 
describe protecting their own information 
while degrading that of their enemy. 


Recently, the widespread dependence by the 
armed forces, government and the private 
sector on computers and public 
communication links has resulted in an 
altered definition. The term now reflects the 
need for a state to maintain national security 
by protecting its information infrastructure. 
The offensive application of Information 
Warfare looks at the protection of the state’s 
information infrastructure, while exploiting 
that of an adversary. 


The adoption of new information 
technologies and the use of new 
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communication media, such as the Internet, 
creates vulnerabilities that can be exploited 
by individuals, organizations and states. The 
more sophisticated the state, the more 
dependent it is on computer-based 
information technologies, and the more 
vulnerable it is to attack using information 
warfare tools, such as viruses, malicious code 
and hacking /cracking software. 


Future policies involving the adoption of 
new information technologies will need to 
take into account the security vulnerabilities 
of the given technology. Given that 
information is a national asset ina 
knowledge-based economy, its protection is 
vital. 


Security Screening 


The Security Screening Program is the 
Service’s most visible function. In the course 
of performing screening enquiries, CSIS 
personnel come into daily contact with the 
general public. CSIS completes thousands of 
security assessments per year, in three 
categories: Government Screening; Foreign 
Screening; and Immigration and Citizenship 
Screening. 


Government Screening 


The Service acts as the investigative and 
security assessment agency for all 
government institutions except National 
Defence and the RCMP, who conduct their 
own field investigations. CSIS carries out 
security assessments when public servants or 
contracted employees require security 
clearances for access to classified government 
information in the performance of their 
duties. 


The Service responds to requests from client 
departments with an assessment that 
contains an appraisal of the loyalty and 
reliability of the individual. The decision to 


grant a security clearance is the responsibility 
of the individual’s department head. 


Another component of the Government 
Screening Program concerns security 
assessments for site access. For example, the 
Airport Restricted Area Access Clearance 
Program was established in 1986 to improve 
civil aviation security and a site access 
program for contractors requiring access to 
the parliamentary precinct and official 
residences was added in 1996. 


Foreign Screening 


The Service has reciprocal screening 
agreements with a number of foreign 
governments and agencies, all of which are 
approved by the Solicitor General after 
consultation with the Department of Foreign 
Affairs and International Trade. All persons 
affected by this procedure provide their 
agreement in advance. 


Immigration and Citizenship 
Screening 


With the large number of homeland conflicts 
throughout the world, preventing the 
importation of these conflicts into 
communities in Canada is of particular 
concern to all Canadians. The Service 
provides advice to the Minister of 
Citizenship and Immigration on prospective 
immigrants. Such advice relates directly to 
the security inadmissibility criteria contained 
in Section 19(1) of the Immigration Act, with 
the final decision resting with the Minister of 
Citizenship and Immigration. 


The Service also provides Citizenship and 
Immigration Canada with security 
assessments on individuals applying for 
Canadian citizenship who are considered to 
be a threat to the national interest in 
accordance with the provisions of Section 19 
of the Citizenship Act. 
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Security screening protects Canadians from 
the unauthorized use of information and 
assets vital to the security of Canada, or the 
admission to Canada of individuals posing a 
threat to national security or public safety. 
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Implications 
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Since 1991/92 the Service, like other 
departments and agencies, has been subject 
to the Government's fiscal restraint program. 
Between 1993/94 and 1998/99, the budget of 
the Service will have decreased by 37 per 
cent ($91.5-million). Excluding the 
construction capital for the new national 
headquarters building, the reduction is 21 
per cent. This includes the reductions 
associated with Program Review Phases | 
and II, which comprised cuts of five per cent 
in each of the 1995/96 and 1996/97 fiscal 
years, along with an added 3.5 per cent in 


1998/99, amounting to a base reduction of 
$22.7 million. 


Budget reductions inevitably impact on the 
number of employees in the Service. 
Between 1992 and 1999, the Service’s staff 
will have been reduced by 760, or 28 per cent. 


The charts on the following page illustrate 
the Service’s human and dollar resource 
levels. A major portion of the reduction since 
1993/94 is due to the completion of the 
national headquarters building. 


The Service is able to meet its budget cuts 
primarily by staff reductions, achieved 
through normal attrition. Having been 
identified as a “most affected” agency, CSIS 
has been able to offer unionized employees 
the Early Departure Incentive Program. The 
Service has also focused on reducing 
administrative overhead, where possible, and 
developing technological innovations to 
realize efficiencies. 


Priority will continue to be placed on 
maintaining the operational integrity of the 
Service. Although there have been directed 
reductions in some areas, essential positions 
must continue to be staffed by people with 
the qualifications and specialized skills 
related to security intelligence. Therefore, the 
Service will continue to recruit high-calibre 
university graduates to become intelligence 
officers. In support of this, the Service has 
chosen to apply the majority of its latest cuts to 
its operating and maintenance budget (O&M). 
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